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XtreemOS:a Vision for a Grid OperatingSystem

Toni Corte$ CarsterFranke, Yvon Jegoy
Thilo Kielmanrf DomenicoLaforenza Brian Matthewvs,
ChristineMorin? Luis PabloPrietd’ andAlexanderReinefeld

1 Intr oduction

For mary businessesthe ability to dynamicallyadaptto changingervironments
hasbecomea key succesgactor Thereforemary companiesieedto signipPcantly
increaseheiragility andcostefbcieng to survivein thisdynamicervironment.In
industrialsectorg(e.g. aeronauticschemistry ...), andin the R&D andacademic
researcldomainge.g.genomicshigh enepgy physics,...), it is now standarcrac-
tice to engagein joint developmentprogrammebetweerorganisationsa practice
which critically affectsthe underlyinginformationandcommunicatiorinfrastruc-
ture. For example,mary applicationonsistof severalexecutableshatneedto be
startedmanagedndstoppedn a coordinatedashion.Further mary applications
usedatabasem the rangeof several Gigabytesfor storingbusines relateddata.
Furthermore this includesa large proportionof interactive applications,which
thushave higherrequirementsor thedirectcustomerespons¢imes.Hence busi-
nessesre searchingor new technologieghat overcomecurrentlimitations and
allow themto executetheir businesses an effective mannerby providing a high
dagreeof adaptability

Many enterprisegreoperatingin a distributedfashion.Thus,the whole com-
pary is dividedinto severaladministratve domains.Further mary joint research
anddevelopmentprogrammexploit resourcespanningmultiple administratve
domains. In orderto run the overall businesseffectively, the differentlocations
must cooperateand dynamically adaptas a whole during changes. One of the
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main goalsduring this operationis the minimizationof administratiortasks.Fur-
thermorejt is essentiafor enterprisdo be ableto executelegacy softwarewithin
theseervironmentswithout the needto modify or recompilethe varioussystem
components.

Onepossibleway to addresssomeof theserequirementss to useGrid tech-
nologies. The term Grid computingwas introducedat the end of 90s by Foster
andKesselmanit waservisionedas Oanimportantnew beld,distinguishedrom
corventionaldistributed computingby its focuson large-scaleresouce sharing
innovative applications,and, in somecases high-performancerientation[10].
DePningGrids preciselyhasalways beendifbcult but nowadaysthereis a gen-
eralagreementhat Grids are distributed systemsenablingthe creationof \Mrtual
Organizations(VOs) [11]. By working within VOs, userscanshare,select,and
aggreyatea wide variety of geographicallydistributed resourcespwnedby differ-
entorganizationsto solve large-scalecomputatioranddataintensize problemsin
scienceengineeringand commerce. Thoseresourcesnay include ary kind of
computationatesourcedik e supercomputerstoragesystemsgdatasourcessen-
sors,andspecializedievices.

More recentlyresearcherbelongingat the EuropeanNetwork of excellence
OCoreGrid&reachedan agreemenon the following dePnition:a Grid is Oafully
distributed, dynamicallyreconbguaible, scalableand autonomousnfrastructue
to providelocationindependentpervasivereliable, secue andefbcientaccesgo
a coordinatedsetof servicesncapsulatingnd virtualizing resouices(computing
power storage, instrumentsgata, etc.) in order to geneate knowledgQ Thisis
amoremodernservice-orientedision of the Grid that stemsfrom the corviction
thatin the mid-to-long term the greatmajority of comple software applications
will be dynamicallybuilt by composingservices,which will be availablein an
openmarket of servicesandresources.n this sensethe Grid will be conceved
asa Ovorld-wide cyberutilityO populatedby cooperatingservicesnteractingin a
comples andgiganticsoftwareecosystem.

The OClougomputing®odelintroducedn 2007[24] considergheoutsourc-
ing of hardwareandsoftwareto Internetproviders. In this model,thereis no need
to botherwith hardwareacquisitionand managementusersjust rentthe services
(or virtual machines)}they need,andthey only pay for effective resourceusage.
Cloudcomputingis mainly basedn virtualizationtechnologyandgrid computing
software.

The XtreemOSJ[5] project startedin 2006 follows yet anotherapproachto
the managemenof large and very dynamicgrid systems:usersloggedinto an
XtreemOShoxwill transparenthexploit VO-managedesourceshroughthestan-

<http://www.coregrid.net/>



dardPOSIXinterface.

While muchwork hasbeendoneto build Grid middlevareon top of existent
operatingsystemslittle hasbeendoneto extendthe underlyingoperatingsystems
for enablingandfacilitatingGrid computing for example by embeddingsgomeim-
portantbasicservicesor functionalitiesdirectly into the operatingsystemkernel.
In this light, XtreemOSaimsto be a brstEuropearsteptowardsthe creationof a
true opensourceoperatingsystemfor Grid platforms. The XtreemOSoperating
systemis basedon Linux traditionalgeneral-purpos©S, extendedas neededo
supportvOs,andto provide appropriaténterfaceso the Grid OSservicesIn con-
trastto middlevareapproaches{treemOSis an operatingsystemableto execute
ary kind of application,ncludingunmodibedxisting applications.

Therealizationof thisnew Grid visionintroducesiewn challengestranspareng
for usersandapplicationdevelopers,scalability manageabilitysecuriy, trust. In
therestof this paper we considersomeof the challengesandopportunitiesvhich
areaddressetly XtreemOS

2 FundamentalConceptsandtheir Instantiation in Xtr eemOS

In thissectionwe brstdiscusgshefundamentatonceptshathave driventhedesign
of XtreemOS .Then,we presenthe overall architectureof XtreemOSandits key
designprinciples.

2.1 Fundamental Concepts

The designof XtreemOShasbeenguidedby two fundamentakconcepts:trans-
pareng andscalability

2.1.1 Transparency

Transparengin XtreemOScanbe seerfrom two differentpointsof view: theuser
andtheapplication.We considemwhatwe meanby transparengin eachcase.

Transparencyfor the User

A traditionaluserwill have the feelingthatis still working on a Linux machine.
For instanceraditionalLinux commandswill be usedinsteadof new ones:jobs
(including legagy and grid-unavare applications)will be submittedlike regular
processesre launchedtoday (just by writing the programname); checkingthe
statusof jobswill be doneby usingthetraditionalps commandandsoon. This
meanghatXtreemOSwill bringtheGrid to standard.inux users.lt isimportantto



mentionthatsubmittingajob to the Grid requiressomeGrid-parametersuchasthe
resourcemeeded Thes parametersvill be predebnedby applicationdevelopers,
and/orlearnedautomaticallyby XtreemOS.On the otherhand,we will alsoallow

Grid-aware usersto debnetheseGrid paranetersthemselesto offer maximum
power to expertusers.

Anotherway in which XtreemOSwill make the Grid transparento usersis
thattherewill benolimit in thekind of applicationghatwill besupportedUnlike
most Grid systemsthat only allow batchjobs, XtreemOSwill allow interactve
(bothterminalandXwindows) applicationgo be submittedo the Grid in thesame
way they arelaunchedn aLinux box.

RegardingusersessionsXtreemOSwill offer amechanisnthatoncetheuser
hasloggedinto the VO, all commandswill becomeGrid commandsaandthusthe
userwill nothave to worry aboutary of the Grid aspectanymore.In otherwords,
logginginto XtreemOSwill launcha Grid-avareshellthattransparentlyakescare
of all Grid-relatedssues.

Finally, XtreemOSwill allow VO to bebuilt to eithershareor isolateresources
from therestof theworld. Thiswill bedebnedy theadministratoiof theVO, and
thusit will betransparento users.Forinstancejn anervironmentwhereisolation
is vital, it will be handledby the VO managemerdndthe userwill runjobsin an
isolatedervironmentwithout having to worry further.

Application Transparency

XtreemOSwill alsomake Grid executionstransparentor applicationsandappli-
cationdevelopers,. First, the job semanticawill be very similar to the process
semantics.This meanghat XtreemOSwill offer a hierarcly of jobs (muchin the
sameway asthe Linux procesdierarcly) andthe samesystemcalls (sameinter-
face)usedto manageprocessewvill be ableto handlejobs (i.e. wait for a job,
sendsignalsto a job, etc.). Furthermoreto simplify the task of programming,
XtreemOSwill treatprocesswithin a job in the sameway Linux treatsthreads
within a procesgthusthe programmewill notneedto learnnew relationships).

Anotherway in which XtreemOSwill make the Grid transparento applica-
tionsis thatPleswill be storedin XtreemFSusinga Grid ble system,andappli-
cationswill beableto accesgheseblesregardlessof their physicallocationusing
the POSIXinterfaceandsemantics.

In addition, XtreemOSwill offer transparentault toleranceto applications.If
aresourcdails, the applicationwill recosrer automaticallyandtransparentlyfrom
theuser

Finally, XtreemOSwill alsomake clustersof computergransparento appli-
cationsbecausesachclusterin the systemwill offer a single-systenimage to the



applicationgi.e. singlelogin point, distributedsharednemory etc.)

2.1.2 Scalability

Scalabilityis a key propertyof the XtreemOSoperatingsystem. XtreemOShas
potentially to dealwith a large numberof resourcedmillions of nodes)owned
by differentproviders andlocatedin different sites(possiblythousandof loca-
tion/administratre domains).It will beusedby alargenumberof usergthousands
of users)executingaltogethema very large numberof applicationsof variouskinds
(dataintensie versuscomputeintensive), someof thembeinglarge scaleappli-
cationsspanningmultiple Grid nodesandrequiring a large amountof resources
(individual jobsmay spanthousand®f nodes) Multiple virtual organizationamay
rely ona Grid infrastructure gachwith its own menbers,administratorresources
and policies. Thus XtreemOShasto be able to scaleto theselarge sizes. We
considersomeof thesefactorsin moredetail.

Heterogeneity XtreemOShasto dealwith alargeamountof heterogeneouSrid

nodeqresourcesinterconnectetly variouswired or wirelessnetworks(e.g. WAN,

LAN, SAN). Thesenetworks are heterogeneouffom the performancepoint of

view (lateng, bandwidthjitter)andperformances variabledependingntheload.
Resourcesreheterogeneousom the hardwarepoint of view. Therearedifferent
kindsof Grid nodedrom thepointof view of computerarchitectureindividual PC,
clustershigh-performanceomputer@andmobiledevices. Grid nodesarebasedn

differentprocessotypesandhave a differentamountof local resourcegmemory
disk, numberof processorandcores).Grid nodesarealsoheterogeneousom the
software point of view. They may run a differentversionof an operatingsystem
andthey maybeconbguredn differentways,for instanceusingthe same(or same
version)of libraries. Finaly, Grid nodesbelongingto differentsitesareindepen-
dently managedandthereis no reasonto assumehatthe administrationpolicies
would bethe samein thesesites.

XtreemOSmustbe capableof runningonawide varietyof differentplatforms,
rangingfrom powerful senersdown to simple PDAs or mobile phoneswith only
little computationapower. Hence therewill be several Bavors of XtreemOS but
all with the sameconsistensetof servicesandthe sameinterfaces.

Dynamicity Grid nodesmayjoin or leave the systemat anytime basedon deci-
sionsof their admnistratoror user This may happerwith a prior announcement,
via a sign on/off, or without, for examplea crash. A given Grid node may be
temporarilydisconnecte@snetworks failuresmay occurat ary time. SomeGrid



nodessuchaslaptops,PDA, or mobilephonesmay sudderny bedisconnectednd
laterbere-joinedwith differentdata.

VO Modelsand Dynamicity in VOs Thereis notasingleVO model:VOsmay
be long-termstaticVOs or short-termdynamicVOs. While a staticVO life-time
may be severalmonthsor years(correspondingo the durationof a collaboration),
the life-time of a dynamicVO may be limited to the life-time of an application.
A VO maybestaticallycreatedoy a VO administrator(staticVO) or dynamically
createdby anapplication(dynamicVO). VOsalsodiffer in their policies.A VO is
createdevolvesandis bnallydissolhed. Severalkinds of modibcationsnay hap-
penduringthe VO life cycle: the additionor removal of institutionsparticipating
in theVO; theadditionor removal of asite; or theadditionor removal of aresource
or of amember Policiesmay alsochangeover time, andthe resourcesvithin a
VO may experiencefailures. Sowhile still belongingto the VO, theseresources
may betemporarilynot accessibleleadingto anotherform of dynamicitywithin a
VO.

XtreemOSwill supportdifferentVO models[26], andscalabilityissuescanbe
seenw.r.t. the performancef the system andits ability to adaptto changesAs a
resourcenodemay provide accesgo thousand®f grid usersfrom multiple VOs,
thelocal operatingsystenmuststill provide strongisolaion propertiessuchasthe
existenceor failure of anapplicationshall not affect securityand performanceof
applicationdrom differentVOsrunningonthe samenode).

WhenVOsaredynamicallycreatecor changede.g.whensomeresourcesail,
maintainingconsisteng of staticlocal conbPgurationbecomes complec taskand
heary administratve burden,evenif doneautomatically Thus,in orderto support
large numbersof usersin sucha dynamicervironment,implementatiorsolutions
relying on local conbguratiorPleswhich staticallycontainuserfesourcenforma-
tion shouldbe avoided. Resourcesnd usersbelongingto variousadministratve
domains scalabilitymeanskeepingthe autonomousnanagementf useraccounts
andresource$y thedomainsystemadministrator

Scalability of Sewvices XtreemOSservicesshout be designedo scalewith the
numberof entities(e.g. resourcesusers,applications VO, sites)andtheir geo-
graphicaldistribution. On one hand,they shouldbe fully distributed, avoid ary
contentionpoints and save network bandwidthfor the sale of performance.On
the other hand, they shouldbe ableto securelyrun over multiple administratve
domains. They shouldadaptto the evolution of the systemcompositioncoping
with the dynamicity of a Grid. As aresult,it will not be possibleto maintaina
globalview of the system.XtreemOSserviceswill alsohave to be self-managed



servicesautomaticallydealingwith eventssuchasa nodejoins, leaves,or crashes.
To dealwith the high churnof nodescharacterizinga large scaledistributed sys-
temsuchasa Grid, servicemigrationshouldbe madetransparento users Finally,
thereshouldbe no single point of failure in XtreemOSoperaing system. Thus,
XtreemOScritical serviceswill needto be highly available.

Scalability of application execution management To scalewith the number
of applicationsthe applicationexecutionmanagemergervicewill be distributed
within the scopeof a VO. As it is not possibleto getan optimal schedulingin a
large scaledynamicsystemwhereavery large numberof usersshareresourcesor
the executionof a potentiallyvery large numberof applicationsof differentkinds,
XtreemOSschedulingphilosoply will be besteffort with ajob centricscheduler

Scalability of the Grid composition sewvice A nodein XtreemOSshouldbe
ableto communicatewith ary othernodein the sameVO, for example,to bnd
resourcedor executinga job. As the numberof nodesin a Grid may be very
large, it is notconcevablethata nodekeepsinformationon all othernodesit may
communicatavith. For thesale of scalability in XtreemOS anodewill only keep
informationon a few nodes.The intersectiorbetweennformationmaintainedoy
eachnodeon othernodesbelongingto the sameGrid shouldbe large enoughto
supportsimultaneousgailuresof multiple nodes. This meansthat XtreemQSwill
beahighly decentraliedsystemin the samespirit asPeefto-Peersystemghatare
ableto copewith nodedynamicity

Scalability in data management XtreemOSdatamanagemenservicewill be

ableto dealwith large amountsof datastoredin geographicallydistributed data
storageunits (in differentadministratve domains)and accessedrom ary Grid

node. It will managebles(volumes)thataresharedoy Grid usersfrom different
VOs. XtreemOSwill provide a Grid ble systemproviding efbcientdataaccess
anddatahigh availability. The XtreemOSPle systemXtreemFSwill performple

accescontrol and will guaranteesecuredatamanagement.To be scalable the

managementf the Grid Plesystermwill behighly decentralized.

2.2 XtreemOSOverall Ar chitecture

2.2.1 Overview

The XtreemOSprojectis building a operatingsystemto supportvirtual organiza-
tions(VOs)in next-generatiorgrids. Unlike thetraditional, middlevare-basedp-
proachesit is amajorgoalto provide seamlessupportfor VOsatall the software



layersinvolved, rangingfrom the operatingsystemof a node,via the VO-global
servicesupto directapplicationsupport.

As Linux is widely availableonvariousplatforms(in particular it is thesystem
of choicefor HPC clustersand for seners), XtreemOSimplementationwill be
basednLinux. Thisshouldnotbealimitation asLinux basedOS canbeexecuted
on computersnatively executinganotherOS by the meansof virtual machines.
XtreemOSntegratesoperatingsystens for thevariouscomputerarchitecturesised
in VOs, asfollows.

e For stand-alondPCs(single CPU, or SMP, or multi-core), XtreemQOSpro-
videsits Linux-XOS RBavour with full VO support.

e For clustersof Linux machinesthe LinuxSSl3avour combinesvO support
with asinglesystemimage(SSl)functionality

e Formobiledevices, XtreemOJprovidesthe XtreemOS-MDRRavourwith VO
supportand specially-tailored lightweight servicesfor applicationexecu-
tion, dataaccessandusermanagement.

The XtreemOSprojectis producingvarious software componentsyanging
from Linux kernelmodulego application-suppotibraries[40]. Theoveralllayer
ing of thesecomponentsgroupedwithin softwae pakages is shovnin Fig. 1. It
shaowvs all layersin theinfrastructureat a very high level of abstractionEachlayer
abstractdurtherfrom the underlyingphysical structureof a Grid, andconsistsof
oneor moresoftwarepackages.

A software packageprovidesoneor moreof the servicesof XtreemOS Each
serviceimplementsts functionality by interactingwith otherservicesn thesame
layer, andthe layer belon. Here,servicescanbe either OclassicalGrid services
within the XtreemOS-Qayer, or Linux extensiongkernelmodulesetc.) within the
XtreemOS-Hayer. All XtreemOSservicesheingdesgnedwithin a singleproject
in a cooperatre way, which ensuredetterintegrationandbettercoordinationbe-
tweentheseserviceghanin traditionalmiddlevarestacks.

In the following section, we introduce XtreemOSkey designprinciplesto
achieve both scalabilityandtranspareng

2.2.2 KeyDesignPrinciples

VO and Security. XtreemOSsupportsvariousVO models,usedin scientibcas
well asbusinessscenarios.Within thesemodek, a usercanbelongto different
VOs,andaresourcecanprovide computatiorpowver andstorageto multiple VOs.
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Figurel: Layeringof the XtreemOSsoftwarepackages.

Usermanagemenandresourcenanagemerdreindependenin XtreemOSthere
is no needto conbguregesourcesvhennew usersareregisteredn VOs.

XtreemOSprovides Single-Sign-On(SSO): when a user performsa QoginO
within a VO, herecevescredentialgecognizedy all resource®f the VO with-
out ary needto re-authenticateResourceaccessecurityin XtreemOSis policy-
driven: accessightsto a resourceareevaluatedfrom policiesprovided by users,
VOsandresourceproviders.

Detailed consideratiorof the key designprinciple for VOs and securityare
givenin [6], with the proposedsecurityarchitecturan [39, 43].

Application ExecutionManagement. Theresourcaliscoserymechanismvithin
XtreemOSs basednadistributedinformationserviceusingP2Ptechnology Fur-

thermore serviceshattake decisionanever work with a globalview of the whole
system but ratherusea local viewpoint. For instancethe schedulingwill nottry

to pefform a perfectglobal schedulebut rathergenerate job-orientedscheduling
within the subsebf resourcesbtainedoy theresourcealiscovery mechanism.

To easethe useof the Grid services,it is very importantto mimic the well
known Linux functionalityasopposedo offer differentabstractiongandfunction-
ality which aremoreorientedto the Grid. In this samespirit, reliable monitoring
which canbereportedto the userusingfamiliar toolsis vital to provide assurance



to usersandadministratorsThis is a featurewhich is normally not foundin Grid
ervironments.

Detailedconsideratiorof thekey designprinciplefor AEM andits architecture
aregivenin [36, 27].

Data Management. The datamanagementapabilitiesof XtreemOSare pro-
videdby theXtreemFSplesystem With XtreemFSwve have choserto implementa
full Plesystemanddesignit for featureghatareexpectedrom agrid datamanage-
mentsystem suchasfederation replicationandparallelaccess.XtreemFSfully
integrateswith theVVO conceptandallows applicationdo transparentlyacces$les
acrosghewhole Grid without ary furthermediationby middlevarelayers.Being
areal ble system,it hasfull controlover ary accesso the ble dataandprovides
realblesemanticevenin presencef concurrenficcesses.

The Object SharingService(OSS)aimsto easethe sharingof volatile data
objectsby transparentlymanagingeplicasandkeepingthemconsistentGrid ap-
plications can shareobjectsthrough standardple systemoperationsor by using
customizedunctions.Thelatterincludesupportfor speculatre transactionsvhich
alleviate network lateng/ andavoid complicatedock management.

Infrastructur efor Highly Available and ScalableSerices. Theinfrastructure
for highly availableandscalableservicegprovidesgenericsavicesthatcanbeused
by XtreemOS-Gservicesand applicationsrunning on top of XtreemOS,which
underpintheresourcananagementithin XtreemOSn a scalableandtransparent
manner This specibPes numberof servicesasfollows.

¢ Distrib uted Server. A distributedseneris anabstractiothatpresentscol-
lection of sener processeto its clientsasa singleentity [38]. The address
of a distributed sener remainsstable,evenin the caseof nodesjoining or
leaving the application.This technologyis exploitedin the projectbothasa
supportfor highly availableservicege.g.,thejob managemor the VO man-
ager)and by thoseapplicationswilling to malke their internal distribution
transparento their clients.

e Virtual Nodes.A groupof nodegakingpartin anapplicationcanrequesto
beorganizedasavirtual node.A virtual nodeis afault-tolerangroupwhere
eachmembercantake over the task of the othersin caseof failure [34].
Several typesof virtual nodesmay be provided, basedon active replica-
tion, passve replication,andcheckpoint/restarnechanismgrovidedby the
XtreemOSoperatingsystem. This technologywill be integratedwith dis-
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tributedsenersto provide a singleplatformto supportfault-toleranthighly
availableservicesandapplications.

Publish-Subscribe. A commonform of communicationbetweena large
numberof nodestaking partin a given serviceor applicationis publish-
subscribe. We will provide a fully decentralizedoub/subcommunication
systemthat applicationscan usefor their own purpose[44]. The current
implementations basedon a hierarchicaltopic-basednodewhile laterin

the projectwe will evaluateif a content-basedpproactis alsoneeded.

Resource SelectionSerwvice. The ResourceSelectionService(RSS)takes
care of performinga preliminary selectionof nodesto allocateto an ap-
plication,accordingto rangequeriesuponstaticattributes[33]. It exploitsa
fully decentralize@pproachbasednanoverlay network whichis built and
maintainedhroughepidemicprotocols. This allows to scaleup to hundred
thousandsif notbillions, of nodesandto beextremelyresilientto churnand
catastrophidailures.This serviceis invoked by the AEM service.

Application Dir ectory Sewice. The Application Directory Service(ADS)
handleghe secondevel of resourcaliscovery, answeringjueriesexpressed
as predicatesover the dynamicattributesof the reources[25]. ADS will
createanapplication-specibP@directorgervice@singtheNodelDsreceied
by the RSS,relatedto the resourcesnvolved in the applicationexecution.
To provide scalabilityandreliability, DHT techniquesandtheir extensions
to dynamicandcomplex querieswill beused.

Application Bootstrapping. Many applicationsieedto have nodesarranged
in specibaverlaynetworks(e.g.,atorus,aring) to operatecorrectly Appli-
cationBootstrappings a setof libraries,leveragingoff epidemicprotocols,
to make applicationnodesself-oganizeto meettherequirement$25].

XtreemOSCluster Flavour. The XtreemOSclustervariantwill be basedon
LinuxSSI[32, 41], which implementsa full Single Systemimage (SSI) operat-
ing systemfor computingclusters.A full SSloperatingsystemglobally manages
all clusternodesresourceso give theillusion thata Linux clusteris asingleLinux
node.ThePosixinterfaceis offeredto usersallowing the executionof unmodibed
legacy sequentiabr parallelapplicationsandsystemadministratiortools. Hence,
LinuxSSImakesaclusterappeaasasinglepowerful (SMP-like) Grid node.Based
onKerrighedSingleSystemmage(SSl)technology{17], LinuxSSiprovidesaddi-
tional featuressuchasa globalcustomizableschedulef28], the checkpoint/restart
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of procesdreeg29], addiional reconpguratiomechanism§30], andadistributed
plesysten31].

Xtr eemOSMobile Device Flavour. XtreemOSalso providesa mobile device
Bavour (XtreemOS-MI) which fully integratesmostof XtreemOSfunctionalities,
giving userson the move full accesgo the XtreemOSGrid [35, 46, 45]. This
kind of approachis much more scalablethan gatevay or Grid portal solutions
for mobile accessasit eliminatesthe potentialbottlenecksand single-pointsof
failure of thesegatavays. This scalabilityfactorcanbe speciallyrelevant, given
the enormousnumberof mobile devicesthat exist thesedays. Moreover, mobile
Grid applicationswill beableto runtranspaentlywith little or nomodibcationsn
mobile devices dueto theinclusionin XtreemOS-MDof OGF&standardSAGA
API.

Dueto the currentstateof mobile Linux market, anotherkey principle of the
mobile Bavouris portability. XtreemOSwill provide notonly afull Grid operating
systemfor mobile devices, but also a set of opensourcesoftware modulesthat
canbe easilyintegratedinto any modernmobile Linux distribution, by avoiding
excessve relianceon ary specibanobile platform.

Xtr eemOSAPI In generalthe XtreemOSAPI hasto sene threeclassef ap-
plications:

1. ExistingLinux applicationsusingPOSIX-standardizenhterfaces.
2. Existing Grid applicationspsingOGF-standardizenhterfaces.
3. New applicationsusingfunctionality uniquelyprovided by XtreemOS.

We have selectedheemeping OGFstandardimpleAPI for Grid Applications
(SAGA) asthe brstdraft API for XtreemOS.SAGA had beenselectedbecause
it combinesOGF-standardizedPI@ (namelyJSDL [1], BES[8], GridFTP[15],
GridRPC[18], DRMAA [21]) with POSIX-like interfaceswherever possible(e.g.,
for blesand streams). We have debnedan APl namespacecalled XOSAGA
(XtreemOSxtensiongo SAGA) thatmirrorstheSAGA API namespace XOSAGA
containonly thosepackages;lassesandinterfaceghatrequireXtreemQOS-specibc
extensionsto SAGA. Together SAGA and XOSAGA form the XtreemOSAPI
[42,37].
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3 Comparisonwith Alter nate Approaches

XtreemOSGrid OS can be comparedto other Grid OS andto middlevare ap-
proaches.

3.1 Other Grid OS

Legion [12] is an object-basedvide-areaoperatingsystem. Legion executesas
middlevareontop of individual resourceoperatingsystemsout providesa uniform
API andobjectspaceo usersandto developers.Legion sharesa large numberof
key requirementswith XtreemOS,namely: security; a global namespace;pro-
grammingeasejnteractvity; fault tolerance persistenceglynamicity; scalability;
andsiteautonomy Beingrun asa middlewvare,Legion canmanagéheterogeneous
resourcesunningdifferentoperatingsystems.But, in return, Legion provides a
specibcAPI to users(in orderto managethe global usernamespaceandto de-
velopers. In contrast,XtreemOSprovidesthe standardPOSIX API to usersand
developershut all computationatesourcesnustrun the XtreemOSoperatingsys-
tem. For userandresourcemanagement,.egion and XtreemOSalsousedifferent
stratgies. A Legion domainis autonomousind managests local usersandre-
sources.But multiple domainscanbe combinedin orderto form larger systems:
objectscreatedn onedomaincancommuncatewith andusethe servicesof other
objectsin connecteddomains. XtreemOSmanageaisersand resourceghrough
virtual organizations.VOsareindependenthut a usercanbelongto multiple VOs
andaresourcecanprovide servicego multiple VOs.

Globe[23] sharesnary goalswith Legion. Both aremiddlenvarerunningon
top of hostoperatingsystemanduseclassobjectsto abstracimplementatiorde-
tails. But theimplementatiorof objectsis differentandGlobecanbe presenteds
adistributedapplicationervironmentwheread egionis presenteésan operating
systemfor grids.

9Grid [16] is anon-goingcollective effort to extendthe Plan9[20] distributed
operatingsystemto Grids. The Plan9operatingsystemalrealy integratessupport
for userauthenticationresourcediscorery and datamanagemenin a distributed
ervironment.Plan9administrationlimited to asingledomain,is extendedn 9Grid
to supporimulti-domainnamespaceasndremoteauthenticatioragents XtreemOS
providesa similar functionality throughthe multi-VO support.

Mosix2 [2] is amanagemergystemtargetedfor high performanceomputing
on x86 basedLinux clustersand multi-cluster organizationalGrids. Mosix in-
corporateslynamicresourcealiscovery andautomatiovorkloaddistribution, com-
monly found on singlecomputerswith multiple processorsThe major limitation
of Mosix2is its weaksecuritysupport:all resourcesnustbelongto the sameorga-
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nizationaldomainand mustbe connectedhrougha searednetwork. XtreemQOS
alsoprovidesasinglesystenimagelRavour for clusters. As it is thecasefor Mosix,

thenodesof an XtreemOSclustermustbe connectedisinga securechetwork, but

thewholeclusteris seemasalarge SMP nodein the XtreemOSGrid.

Vigne[13] providesa consistensetof integrated serviceqresourcaliscovery,
distributedapplicationrmanagemengutomaticapplicationlife cycle management)
ontop of Linux. Vignetargetsscalability andtranspareng but doesnot currently
provide ary supportfor VOs,securityor Grid Ple systemasin XtreemOS.

GridOS[19] integratesbasicfonctionalitiescommonto classicalgrid middle-
warein the Linux operatingsystem: a resource managemeninodule,a process
managemeninodule, a kernel ftp sener and a kernelftp client, a high perfor
mancel/O moduleanda communicatiormodule. The integration of suchbasic
functionalitiesin the kernelfacilitatesmiddlewvare supportand mainly increases
datamanagemenperformance.

WebOS[22] providesOS serviceso wide-areaapplicationsjncluding mech-
anismsfor resourcediscovery, a globalnamespacagemoteprocessexecution,re-
sourcemanagementauthenticationand security The major differencebetween
WebOSand XtreemOSis that WebOSprovidesoperatingsystemservicesor the
deploymentof wide areaapplicationswhereas<treemOStargetsthe exploitation
of wide arearesourcesor the executionof applicationgsequentiabr parallel).

3.2 Grid middleware

Globus[9] haslong beendesigne asa Osunof services@nfrastructurejn which
tools are developedindependentlyin responseo currentneedsof users. Globus
providesspecialisedservicedor job submissionfor ble staging,for replicaloca-
tion and managementfor publishingand queryingof resourcenformation, etc.
Thenumberof differentservicesandthelack of consisteninterfacesmake alarge
Glohussystendifbcultto install, manageinduse. XtreemOSntegratesequialent
functionalitiesin a more consistenway. Userdataare managedy XtreemFS.a
sharedGrid blesysten{no needto explicitly move bles),automaticallyreplicated,
andaccessiblehroughthe standard?OSIXAPI. VO overlaysprovide dynamicre-
sourcemanagemerdndselection.Globus,andgrid middlevarein generalyely on
clusterexecutionservicegbatchsystems)which do not supportinteractve appli-
cations. XtreemOSon its side extendsthe remoteexecutioncapabilitiesof Linux
to the Grid andso preseresinteractvity betweenthe userandhis jobs. Globusis
thebasisof alarge numberof productiongrid systemsuchasgLite [4] developed
by the EGEEproject[3] fundedby the EuropearCommission.
SomeP2Pbasedmiddlevare have alsobeendemonstratedssupportingGrid
capabilities,but currently do not provide the whole software stacknecessaryo
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supportall neededunctionalities.Zorilla [7] is ajava-basedniddlevareintegrat-
ing alocality-avareP2Presourcecoallocatiorandschedulingsystem.Vishwa[14]

exploits atwo layeredP2Parchitecture.The structuredayerreconbgurethe ap-
plicationto maskfailures,while theunstructuredayerreconbguretheapplication
by adaptingto thevaryingloads.

4 Signibcanceof Xtr eemOSApproachfor Users

Themaingoalof anew approacho Grid supportsuchasXtreemOSis to provide

real advantagego endusersover corventional Grid middlewvare. In this section,
we considerthe generaladvantageof XtreemOSfor all usersandthenthe more

specib@dwantagedor threekey classe®f user:enduserssystemsadministrators,
andapplicationprogrammers.

4.1 Advantagesfor all users

A key adwantageof the systemfor all classe®f usersis XtreemOS&approactto
handlingheterogeneityn systemsThis hasthreemainaspects:

Heterogeneousapplications. XtreemQSis designedo handlea wide rangeof
typesof application. At oneendof the spectrumjarge scalescientibccollabora-
tionstendto bewidely geographicallyispersedvith alargenumberof institutions
andlastalongtime, with avery generalgoalandrelatively straightfavardsecurity
requirements. At the other end, commercia applicationsin businessdatacen-
trestypically involve a small numberof partnerson shorttime scalesandtightly
directedgoals,often controlledby a work3ow, andhave key requirementsor iso-
lation anddatasecurity By providing asufpcientlygenerabndf3exible infrastruc-
ture, XtreemOSaimsto supporithis rangeof applicationswhich is demonstrated
in the casestudieswithin the project.

Heterogeneougplatforms. XtreemOSaimsto provide asingleoperatingsystem
which will operateon workstationsclustersandmobile devices. Thusa collabo-
rationcanwork acrosghesedevicestransparentlyintegratinga rangeof different
platformstogetherwithin a singlemanagemergystem working to commonpro-
tocols.

HeterogeneousSecuiity Systems Thedifferentsecuritymechanismsvhichtra-
ditional systemaiseis asignibcanbarrierto practicalGrid computing.Themech-
anismscanbedifpcultorimpossibleto work togetherandmale it hardto establish
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trustbetweerentities. The XtreemOSsecuritymodelusesa commonglobal secu-
rity mechanisnwhich canbetranslatedo work with local securityinfrastructures.
Global securitydecisionsaremadeusingthe commonsystemwith their local en-
forcement. Thusa commontrust and securitybasiscanbe establishedvhile not
interferingwith local securitypolicy.

We breakdown the XtreemOSusersinto a numberof differentgroupsand
considerthe benebtsvhich eachgroupwould acruefrom XtreemOS.

4.2 Advantagesfor endusers

Two kinds of enduserscanbe distinguished:userslaunchingapplicaions (called
hereapplicationusers),and serviceadministratorguserslaunchingapplications
thatarein factservicessuchasfor examplea web sener or a database)Someof

theseuserswill be experts,othersnovicesor non-computingspecialists.An ob-

jective of XtreemOSis to make the Grid invisible for non-expertusers.For expert
users,it may not be desirabé to make the Grid fully invisible. The expert user
may be ableto provide usefulinformationto the systemfor instanceto optimize
the executiontime of his/herapplication. XtreemOSthus provides a numberof

adwantagego endusers.

Easeof use. A numberof XtreemOSfeaturesprovide a userwith an easymi-
grationfrom a familiar local Linux environment. The useof a Single-SignOn
mechanisnto the Grid within a virtual organisationallows the Grid userto access
all the resource®on the Grid with a single useof Grid usernameand passverd,
andthenthe underlyingcertibcatemechanisnmwill authenticateéhe useragainst
resourcesippropriately This providesa corvenientmechanisnwithihouttheneed
to managemultiple certibcatesxplicitly. This seemlesaccesswithout multiple
authenticatiorchallengesalso enhanceshe userview of transparenticcesso
resourceswhich canbe calledasif they appeamn thelocal system regardlessof
theiractuallocation. Furtherasusercommandsn XtreemOSsupportPosix,asfar
aspossible pnefamiliarinterfacecanbe usedto call local andglobalresources.

Secure and reliable application execution XtreemOSprovides a numberof

featureswhich supportsecureand efbcientexecutionof applications. XtreemOS
providesa bPne-grainedontrol of accesdo resource®n the available computing
nodes,allowing specibcdataobjectsto be managedseparately This is supple-
mentedby efbcientapplicationexecutionby identifying and utilising free com-
putenodeswithin the Virtual Organisation,so maximisingthe useof the available
computationapower, andthe executionis thenmonitoredaccuratelyby auditing
servicesacrosghe Virtual Organisation.
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Platform transparency XtreemOSprovidesa singleinterfacewhich canacco-
modateclustermachinesandmobile devicesaswell asconventionalworkstations,
Soit supportsa ubiguitousaccesdo servicesapplicationsanddataacrossdevices
within one system. Thusendusersdo not needto conbPguretheir applicationto

work on a particularplatform.

4.3 Advantagesfor administrators

Anotherkey setof XtreemOSusersare systemadministrators.Systemadminis-
tratorscanincluderesourceadministratorsyesponsibldor a particularcomputing
resourcepr Virtual Organisationadministratorsresponsibldor supportinga col-
laborationwithin a community Again, XtreemOSprovides advantagedor both
groups,asfollows.

Advantagesfor local resouice administrators. XtreemOSsupportshe auton-
omousmanagemenaf local resourcesSecuritypoliciesto accesdocal resources,
andaccountdor local users,canbe controlledlocally by their own local admin-
istrators. Thenwhenthe resourceparticipatesn virtual organisationsthes local
conbgurationsanbe propagtedacrosghevirtual orgnisationandthusrespected
by othernode.Furtherfeaturesvhich supportstrongisolation,includingnodevir-
tualisationandvirtual brewvalls arebeingaddedo supporthigh integrity resources
andapplications,which alsosatisfytherequirementsf localadministratioronthe
highersecurityon suchresources.

Advantagesfor Virtual Organisation administrators. XtreemOSprovidesa
scalablevirtual organisatiorntool, which canbe controlledvia Virtual Organisation
rolesandpolicies,which respectheneedsf local resourcesXtreemOSalso con-
sidersthewholelifecycle, supportingv O establishmit, changeanddissolutionin
a singlecontrolledervironment. XtreemOSthuswill give VO administratorghe
toolsto Rexibly runtheir VOswhile having the assurancéhatlocal requirements
will berespecteccrosshe Grid.

4.4 Advantagesfor application programmers

XtreemOSis a Grid OS which cansupporta wide rangeof applicationsandser
vices. It doesnot assumeary particulararchitecturebeyond the basicGrid and
Virtual Organisationservicesmary of which aretransparento the users,andis
thus designedo not be limited to a paricular programmig paradigm. Current
Linux applicationscanrun with little or no modibcationsso legacy applications
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to be executedin a Grid without modibcation,or recompilation. It is alsoin-
tendedthat currentGrid applicationswill alsorun with little or no modibcations.
XtreemOSsupportsthe emeging standardOGF standardAPI OS&AOwith cur-
rently both the C and Java languagesupported.As other Grid sysemswill also
supportthis interface,thena Grid applicationdePnedor one systemshouldalso
run ary other SAGA compliantsystem. This would potentiallyinclude applica-
tionsrunningacrossa combinationof XtreemOSandotherGrid middleware.

5 Conclusion

XtreemOSproposesa novel approachto the managemenof large and very dy-
namicGrid systemsallowing usergo transparenthexploit VO-managedesources
throughthe standardPosixinterface. XtreemQOSis a Grid operatingsystem in the
sensehatit offersa coherentsetof integratedandcooperatre systemserviceso
managgobs,data,Grid usersandVirtual Organizationsn a multi-domaincontext.

The main objective of this new approachis to provide real advantagesover
cornventionalGrid approachesXtreemOStargetseaseof use,secureandreliable
applicationexecution,andplatform transpareng for endusers. With XtreemOS,
local systemadministratorstill manageheir resourcesuutonomoushandVO ad-
ministratorsare provided with a scalableand 3exible Virtual Organizationtool
dealingwith the whole VO life-cycle. Transpareng and scalability are the two
fundamentaktonceptguiding the designof XtreemOS Moreover, unlike the tra-
ditional middlewvare-basedpproachesxXtreemOSprovides seamlessupportfor
VOs at all the software layersinvolved, rangingfrom the operatingsystemof a
node,via the VO-globalservices,up to directapplicationsupport. In contrastto
mary middlevareapproaches{treemQOSs ableto executeary kind of application
from legacy Posixcompliantapplicationsto Grid-avare applicationsconforming
to OGFstandards.

XtreemOStargetsboth businessandscientibcapplications. ThreeRavours of
XtreemOSareimplementedasedon Linux for stand-alond°Cs,PC clustersand
mobile devices. The Prstpublic releaseof XtreemOSopensourcesoftware for
PCsandclustersis plannedin June2008. Furtherversionswill thenbe released
to rePnethe XtreemOSssystentogethemwith extensve systemtestingon a wide
variety of case-studies.
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