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XtreemOS:aVision for aGrid OperatingSystem

Toni Cortes!, CarstenFranke , YvonJ«egouà,
Thilo Kielmann¤, DomenicoLaforenza¦, BrianMatthews",

ChristineMorinà, Luis PabloPrieto!!, andAlexanderReinefeld  

1 Intr oduction

For many businesses,the ability to dynamicallyadaptto changingenvironments
hasbecomeakey successfactor. Therefore,many companiesneedto signiÞcantly
increasetheiragility andcostefÞciency to survive in thisdynamicenvironment.In
industrialsectors(e.g. aeronautics,chemistry, ...), andin theR&D andacademic
researchdomains(e.g.genomics,highenergy physics,...), it is now standardprac-
tice to engagein joint developmentprogrammesbetweenorganisations,a practice
which critically affectstheunderlyinginformationandcommunicationinfrastruc-
ture.For example,many applicationsconsistof severalexecutablesthatneedto be
started,managedandstoppedin acoordinatedfashion.Further, many applications
usedatabasesin the rangeof several Gigabytesfor storingbusiness relateddata.
Furthermore,this includesa large proportionof interactive applications,which
thushavehigherrequirementsfor thedirectcustomerresponsetimes.Hence,busi-
nessesaresearchingfor new technologiesthat overcomecurrentlimitations and
allow themto executetheir businessesin aneffective mannerby providing a high
degreeof adaptability.

Many enterprisesareoperatingin a distributedfashion.Thus,thewholecom-
pany is divided into severaladministrative domains.Further, many joint research
anddevelopmentprogrammesexploit resourcesspanningmultiple administrative
domains. In order to run the overall businesseffectively, the different locations
must cooperateand dynamicallyadaptas a whole during changes.One of the
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maingoalsduringthis operationis theminimizationof administrationtasks.Fur-
thermore,it is essentialfor enterpriseto beableto executelegacy softwarewithin
theseenvironmentswithout the needto modify or recompilethe varioussystem
components.

Onepossibleway to addresssomeof theserequirementsis to useGrid tech-
nologies. The term Grid computingwas introducedat the endof 90sby Foster
andKesselman;it wasenvisionedasÒanimportantnew Þeld,distinguishedfrom
conventionaldistributedcomputingby its focuson large-scaleresource sharing,
innovativeapplications,and, in somecases,high-performanceorientationÓ[10].
DeÞningGrids preciselyhasalwaysbeendifÞcult but nowadaysthereis a gen-
eral agreementthatGridsaredistributedsystemsenablingthecreationof Virtual
Organizations(VOs) [11]. By working within VOs, userscanshare,select,and
aggregatea wide varietyof geographicallydistributedresources,ownedby differ-
entorganizations,to solve large-scalecomputationanddataintensive problemsin
science,engineering,andcommerce.Thoseresourcesmay includeany kind of
computationalresourceslike supercomputers,storagesystems,datasources,sen-
sors,andspecializeddevices.

More recentlyresearchersbelongingat the EuropeanNetwork of excellence
ÒCoreGridÓ1 reachedanagreementon the following deÞnition:a Grid is Òafully
distributed,dynamicallyreconÞgurable, scalableand autonomousinfrastructure
to providelocationindependent,pervasive, reliable, secure andefÞcientaccessto
a coordinatedsetof servicesencapsulatingandvirtualizing resources(computing
power, storage, instruments,data,etc.) in order to generateknowledgeÓ. This is
a moremodernservice-orientedvision of theGrid thatstemsfrom theconviction
that in the mid-to-longterm the greatmajority of complex softwareapplications
will be dynamicallybuilt by composingservices,which will be available in an
openmarket of servicesandresources.In this sense,the Grid will be conceived
asa Òworld-widecyber-utilityÓpopulatedby cooperatingservicesinteractingin a
complex andgiganticsoftwareecosystem.

TheÒCloudcomputingÓmodelintroducedin 2007[24] considerstheoutsourc-
ing of hardwareandsoftwareto Internetproviders.In this model,thereis no need
to botherwith hardwareacquisitionand management:usersjust rent theservices
(or virtual machines)they need,and they only pay for effective resourceusage.
Cloudcomputingis mainlybasedonvirtualizationtechnologyandgrid computing
software.

The XtreemOS[5] project startedin 2006 follows yet anotherapproachto
the managementof large and very dynamicgrid systems:usersloggedinto an
XtreemOSboxwill transparentlyexploit VO-managedresourcesthroughthestan-

1<http://www.coregrid.net/>
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dardPOSIXinterface.
While muchwork hasbeendoneto build Grid middlewareon top of existent

operatingsystems,little hasbeendoneto extendtheunderlyingoperatingsystems
for enablingandfacilitatingGrid computing,for example,by embeddingsomeim-
portantbasicservicesor functionalitiesdirectly into the operatingsystemkernel.
In this light, XtreemOSaimsto bea ÞrstEuropeansteptowardsthecreationof a
true opensourceoperatingsystemfor Grid platforms. The XtreemOSoperating
systemis basedon Linux traditionalgeneral-purposeOS,extendedasneededto
supportVOs,andto provideappropriateinterfacesto theGrid OSservices.In con-
trastto middlewareapproaches,XtreemOSis an operatingsystemableto execute
any kind of application,includingunmodiÞedexisting applications.

Therealizationof thisnew Gridvisionintroducesnew challenges:transparency
for usersandapplicationdevelopers,scalability, manageability, security, trust. In
therestof this paper, we considersomeof thechallengesandopportunitieswhich
areaddressedby XtreemOS

2 FundamentalConceptsand their Instantiation in Xtr eemOS

In thissection,weÞrstdiscussthefundamentalconceptsthathavedriventhedesign
of XtreemOS.Then,we presenttheoverall architectureof XtreemOSandits key
designprinciples.

2.1 FundamentalConcepts

The designof XtreemOShasbeenguidedby two fundamentalconcepts:trans-
parency andscalability.

2.1.1 Transparency

Transparency in XtreemOScanbeseenfrom two differentpointsof view: theuser
andtheapplication.Weconsiderwhatwemeanby transparency in eachcase.

Transparencyfor the User

A traditionaluserwill have the feeling that is still working on a Linux machine.
For instance,traditionalLinux commandswill beusedinsteadof new ones:jobs
(including legacy and grid-unaware applications)will be submittedlike regular
processesare launchedtoday (just by writing the programname);checkingthe
statusof jobswill bedoneby usingthetraditionalps command;andsoon. This
meansthatXtreemOSwill bringtheGrid to standardLinux users.It is importantto
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mentionthatsubmittingajob to theGrid requiressomeGrid-parameterssuchasthe
resourcesneeded.These parameterswill bepredeÞnedby applicationdevelopers,
and/orlearnedautomaticallyby XtreemOS.On theotherhand,we will alsoallow
Grid-awareusersto deÞnetheseGrid parametersthemselves to offer maximum
power to expertusers.

Anotherway in which XtreemOSwill make the Grid transparentto usersis
thattherewill beno limit in thekind of applicationsthatwill besupported.Unlike
most Grid systemsthat only allow batchjobs, XtreemOSwill allow interactive
(bothterminalandXwindows)applicationsto besubmittedto theGrid in thesame
way they arelaunchedin aLinux box.

Regardingusersessions,XtreemOSwill offer a mechanismthatoncetheuser
hasloggedinto theVO, all commandswill becomeGrid commandsandthusthe
userwill nothave to worry aboutany of theGrid aspectsanymore.In otherwords,
logginginto XtreemOSwill launchaGrid-awareshellthattransparentlytakescare
of all Grid-relatedissues.

Finally, XtreemOSwill allow VO to bebuilt to eithershareor isolateresources
from therestof theworld. Thiswill bedeÞnedby theadministratorof theVO, and
thusit will betransparentto users.For instance,in anenvironmentwhereisolation
is vital, it will behandledby theVO managementandtheuserwill run jobsin an
isolatedenvironmentwithouthaving to worry further.

Application Transparency

XtreemOSwill alsomake Grid executionstransparentfor applications,andappli-
cation developers,. First, the job semanticswill be very similar to the process
semantics.This meansthatXtreemOSwill offer a hierarchy of jobs(muchin the
sameway astheLinux processhierarchy) andthesamesystemcalls (sameinter-
face)usedto manageprocesseswill be able to handlejobs (i.e. wait for a job,
sendsignalsto a job, etc.). Furthermore,to simplify the task of programming,
XtreemOSwill treat processwithin a job in the sameway Linux treatsthreads
within aprocess(thustheprogrammerwill notneedto learnnew relationships).

Anotherway in which XtreemOSwill make the Grid transparentto applica-
tions is thatÞleswill bestoredin XtreemFS,usinga Grid Þlesystem,andappli-
cationswill beableto accesstheseÞlesregardlessof their physical locationusing
thePOSIXinterfaceandsemantics.

In addition,XtreemOSwill offer transparentfault toleranceto applications.If
a resourcefails, theapplicationwill recover automaticallyandtransparentlyfrom
theuser.

Finally, XtreemOSwill alsomake clustersof computerstransparentto appli-
cationsbecauseeachclusterin thesystemwill offer a single-systemimage to the
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applications(i.e. singlelogin point,distributedsharedmemory, etc.)

2.1.2 Scalability

Scalability is a key propertyof the XtreemOSoperatingsystem. XtreemOShas
potentially to deal with a large numberof resources(millions of nodes)owned
by differentprovidersand locatedin differentsites(possiblythousandsof loca-
tion/administrativedomains).It will beusedby alargenumberof users(thousands
of users)executingaltogetheravery largenumberof applicationsof variouskinds
(dataintensive versuscomputeintensive), someof thembeinglarge scaleappli-
cationsspanningmultiple Grid nodesandrequiringa large amountof resources
(individual jobsmayspanthousandsof nodes).Multiple virtual organizationsmay
rely on a Grid infrastructure,eachwith its own members,administrator, resources
and policies. Thus XtreemOShasto be able to scaleto theselarge sizes. We
considersomeof thesefactorsin moredetail.

Heterogeneity XtreemOShasto dealwith alargeamountof heterogeneousGrid
nodes(resources)interconnectedbyvariouswiredorwirelessnetworks(e.g.WAN,
LAN, SAN). Thesenetworks are heterogeneousfrom the performancepoint of
view (latency, bandwidth,ji tter)andperformanceisvariabledependingontheload.
Resourcesareheterogeneousfrom thehardwarepoint of view. Therearedifferent
kindsof Grid nodesfrom thepointof view of computerarchitecture:individualPC,
clusters,high-performancecomputersandmobiledevices.Grid nodesarebasedon
differentprocessortypesandhave a differentamountof local resources(memory,
disk,numberof processorsandcores).Grid nodesarealsoheterogeneousfrom the
softwarepoint of view. They may run a differentversionof an operatingsystem
andthey maybeconÞguredin differentways,for instanceusingthesame(or same
version)of libraries. Finally, Grid nodesbelongingto differentsitesareindepen-
dently managedandthereis no reasonto assumethat the administrationpolicies
wouldbethesamein thesesites.

XtreemOSmustbecapableof runningonawidevarietyof differentplatforms,
rangingfrom powerful serversdown to simplePDAs or mobilephoneswith only
little computationalpower. Hence,therewill beseveralßavorsof XtreemOS,but
all with thesameconsistentsetof servicesandthesameinterfaces.

Dynamicity Grid nodesmayjoin or leave thesystemat anytime basedon deci-
sionsof their administratoror user. This mayhappenwith a prior announcement,
via a sign on/off, or without, for examplea crash. A given Grid nodemay be
temporarilydisconnectedasnetworks failuresmayoccurat any time. SomeGrid
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nodes,suchaslaptops,PDA, or mobilephonesmaysuddenly bedisconnectedand
laterbere-joinedwith differentdata.

VO Modelsand Dynamicity in VOs Thereis notasingleVO model:VOsmay
be long-termstaticVOsor short-termdynamicVOs. While a staticVO life-time
maybeseveralmonthsor years(correspondingto thedurationof acollaboration),
the life-time of a dynamicVO may be limited to the life-time of an application.
A VO maybestaticallycreatedby a VO administrator(staticVO) or dynamically
createdby anapplication(dynamicVO). VOsalsodiffer in theirpolicies.A VO is
created,evolvesandis Þnallydissolved. Severalkindsof modiÞcationsmayhap-
penduring theVO life cycle: theadditionor removal of institutionsparticipating
in theVO; theadditionor removal of asite;or theadditionor removal of aresource
or of a member. Policiesmay alsochangeover time, andthe resourceswithin a
VO may experiencefailures. So while still belongingto the VO, theseresources
maybetemporarilynotaccessible,leadingto anotherform of dynamicitywithin a
VO.

XtreemOSwill supportdifferentVO models[26], andscalabilityissuescanbe
seenw.r.t. theperformanceof thesystem,andits ability to adaptto changes.As a
resourcenodemayprovide accessto thousandsof grid usersfrom multiple VOs,
thelocaloperatingsystemmuststill providestrongisolation properties,suchasthe
existenceor failureof anapplicationshall not affect securityandperformanceof
applicationsfrom differentVOsrunningon thesamenode).

WhenVOsaredynamicallycreatedor changed,e.g.whensomeresourcesfail,
maintainingconsistency of staticlocalconÞgurationsbecomesacomplex taskand
heavy administrative burden,evenif doneautomatically. Thus,in orderto support
largenumbersof usersin sucha dynamicenvironment,implementationsolutions
relying on local conÞgurationÞleswhich staticallycontainuser/resourceinforma-
tion shouldbe avoided. Resourcesandusersbelongingto variousadministrative
domains,scalabilitymeanskeepingtheautonomousmanagementof useraccounts
andresourcesby thedomainsystemadministrator.

Scalability of Services XtreemOSservicesshould bedesignedto scalewith the
numberof entities(e.g. resources,users,applications,VO, sites)andtheir geo-
graphicaldistribution. On onehand,they shouldbe fully distributed,avoid any
contentionpointsandsave network bandwidthfor the sake of performance.On
the otherhand, they shouldbe able to securelyrun over multiple administrative
domains. They shouldadaptto the evolution of the systemcompositioncoping
with the dynamicityof a Grid. As a result, it will not be possibleto maintaina
globalview of thesystem.XtreemOSserviceswill alsohave to beself-managed
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servicesautomaticallydealingwith eventssuchasanodejoins, leaves,or crashes.
To dealwith thehigh churnof nodescharacterizinga large scaledistributedsys-
temsuchasaGrid, servicemigrationshouldbemadetransparentto users.Finally,
thereshouldbe no singlepoint of failure in XtreemOSoperating system. Thus,
XtreemOScritical serviceswill needto behighly available.

Scalability of application execution management To scalewith the number
of applications,theapplicationexecutionmanagementservicewill bedistributed
within the scopeof a VO. As it is not possibleto get an optimal schedulingin a
largescaledynamicsystemwhereavery largenumberof usersshareresourcesfor
theexecutionof a potentiallyvery largenumberof applicationsof differentkinds,
XtreemOSschedulingphilosophy will bebesteffort with a job centricscheduler.

Scalability of the Grid composition service A nodein XtreemOSshouldbe
able to communicatewith any othernodein the sameVO, for example,to Þnd
resourcesfor executinga job. As the numberof nodesin a Grid may be very
large,it is not conceivablethata nodekeepsinformationon all othernodesit may
communicatewith. For thesakeof scalability, in XtreemOS,anodewill only keep
informationon a few nodes.Theintersectionbetweeninformationmaintainedby
eachnodeon othernodesbelongingto the sameGrid shouldbe large enoughto
supportsimultaneousfailuresof multiple nodes.This meansthatXtreemOSwill
beahighly decentralizedsystemin thesamespirit asPeer-to-Peersystemsthatare
ableto copewith nodedynamicity.

Scalability in data management XtreemOSdatamanagementservicewill be
able to dealwith large amountsof datastoredin geographicallydistributeddata
storageunits (in different administrative domains)and accessedfrom any Grid
node. It will manageÞles(volumes)thataresharedby Grid usersfrom different
VOs. XtreemOSwill provide a Grid Þle systemproviding efÞcientdataaccess
anddatahigh availability. TheXtreemOSÞlesystemXtreemFSwill performÞle
accesscontrol and will guaranteesecuredatamanagement.To be scalable,the
managementof theGrid Þlesystemwill behighly decentralized.

2.2 Xtr eemOSOverall Ar chitecture

2.2.1 Overview

TheXtreemOSprojectis building a operatingsystemto supportvirtual organiza-
tions(VOs)in next-generationgrids.Unlike thetraditional,middleware-basedap-
proaches,it is amajorgoalto provideseamlesssupportfor VOsatall thesoftware
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layersinvolved, rangingfrom the operatingsystemof a node,via the VO-global
services,up to directapplicationsupport.

As Linux is widely availableonvariousplatforms(in particular, it is thesystem
of choicefor HPC clustersand for servers), XtreemOSimplementationwill be
basedonLinux. Thisshouldnotbealimitation asLinux basedOScanbeexecuted
on computersnatively executinganotherOS by the meansof virtual machines.
XtreemOSintegratesoperatingsystemsfor thevariouscomputerarchitecturesused
in VOs,asfollows.

• For stand-alonePCs(singleCPU, or SMP, or multi-core),XtreemOSpro-
videsits Linux-XOSßavourwith full VO support.

• For clustersof Linux machines,theLinuxSSIßavour combinesVO support
with asinglesystemimage(SSI)functionality.

• For mobiledevices,XtreemOSprovidestheXtreemOS-MDßavourwith VO
supportand specially-tailored,lightweight servicesfor applicationexecu-
tion, dataaccess,andusermanagement.

The XtreemOSproject is producingvarious software components,ranging
from Linux kernelmodulesto application-supportlibraries[40]. Theoverall layer-
ing of thesecomponents,groupedwithin software packages, is shown in Fig. 1. It
showsall layersin theinfrastructureataveryhigh level of abstraction.Eachlayer
abstractsfurther from theunderlyingphysicalstructureof a Grid, andconsistsof
oneor moresoftwarepackages.

A softwarepackageprovidesoneor moreof theservicesof XtreemOS.Each
serviceimplementsits functionalityby interactingwith otherservicesin thesame
layer, andthe layer below. Here,servicescanbe eitherÒclassicalÓGrid services
within theXtreemOS-Glayer, or Linux extensions(kernelmodulesetc.)within the
XtreemOS-Flayer. All XtreemOSservicesbeingdesignedwithin a singleproject
in a cooperative way, which ensuresbetterintegrationandbettercoordinationbe-
tweentheseservicesthanin traditionalmiddlewarestacks.

In the following section,we introduceXtreemOSkey designprinciples to
achievebothscalabilityandtransparency.

2.2.2 KeyDesignPrinciples

VO and Security. XtreemOSsupportsvariousVO models,usedin scientiÞcas
well asbusinessscenarios.Within thesemodels, a usercanbelongto different
VOs,anda resourcecanprovide computationpower andstorageto multiple VOs.
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Figure1: Layeringof theXtreemOSsoftwarepackages.

Usermanagementandresourcemanagementareindependentin XtreemOS:there
is noneedto conÞgureresourceswhennew usersareregisteredin VOs.

XtreemOSprovides Single-Sign-On(SSO):when a userperformsa ÒloginÓ
within a VO, he receivescredentialsrecognizedby all resourcesof theVO with-
out any needto re-authenticate.Resourceaccesssecurityin XtreemOSis policy-
driven: accessrights to a resourceareevaluatedfrom policiesprovidedby users,
VOsandresourceproviders.

Detailedconsiderationof the key designprinciple for VOs and securityare
givenin [6], with theproposedsecurityarchitecturein [39, 43].

Application ExecutionManagement. Theresourcediscoverymechanismwithin
XtreemOSis basedonadistributedinformationserviceusingP2Ptechnology. Fur-
thermore,servicesthat take decisionsnever work with a globalview of thewhole
system,but ratherusea local viewpoint. For instance,theschedulingwill not try
to perform a perfectglobalschedule,but rathergeneratea job-orientedscheduling
within thesubsetof resourcesobtainedby theresourcediscoverymechanism.

To easethe useof the Grid services,it is very importantto mimic the well
known Linux functionalityasopposedto offer differentabstractionsandfunction-
ality which aremoreorientedto theGrid. In this samespirit, reliablemonitoring
which canbereportedto theuserusingfamiliar toolsis vital to provide assurance
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to usersandadministrators.This is a featurewhich is normallynot foundin Grid
environments.

Detailedconsiderationof thekey designprinciplefor AEM andits architecture
aregivenin [36, 27].

Data Management. The datamanagementcapabilitiesof XtreemOSare pro-
videdby theXtreemFSÞlesystem.With XtreemFSwehavechosento implementa
full Þlesystemanddesignit for featuresthatareexpectedfrom agrid datamanage-
mentsystem,suchasfederation,replicationandparallelaccess.XtreemFSfully
integrateswith theVO conceptandallowsapplicationsto transparentlyaccessÞles
acrossthewholeGrid without any furthermediationby middlewarelayers.Being
a real Þle system,it hasfull control over any accessto the Þle dataandprovides
realÞlesemanticsevenin presenceof concurrentaccesses.

The Object SharingService(OSS)aims to easethe sharingof volatile data
objectsby transparentlymanagingreplicasandkeepingthemconsistent.Grid ap-
plicationscanshareobjectsthroughstandardÞle systemoperationsor by using
customizedfunctions.Thelatterincludesupportfor speculativetransactionswhich
alleviatenetwork latency andavoid complicatedlock management.

Infrastructur e for Highly Available and ScalableServices. Theinfrastructure
for highly availableandscalableservicesprovidesgenericservicesthatcanbeused
by XtreemOS-Gservicesand applicationsrunning on top of XtreemOS,which
underpintheresourcemanagementwithin XtreemOSin ascalableandtransparent
manner. ThisspeciÞesanumberof servicesasfollows.

• Distrib uted Server. A distributedserveris anabstractionthatpresentsacol-
lectionof server processesto its clientsasa singleentity [38]. Theaddress
of a distributedserver remainsstable,even in the caseof nodesjoining or
leaving theapplication.This technologyis exploitedin theprojectbothasa
supportfor highly availableservices(e.g.,the job manageror theVO man-
ager)and by thoseapplicationswilling to make their internal distribution
transparentto their clients.

• Virtual Nodes.A groupof nodestakingpartin anapplicationcanrequestto
beorganizedasavirtual node.A virtual nodeis a fault-tolerantgroupwhere
eachmembercan take over the task of the othersin caseof failure [34].
Several typesof virtual nodesmay be provided, basedon active replica-
tion, passivereplication,andcheckpoint/restartmechanismsprovidedby the
XtreemOSoperatingsystem. This technologywill be integratedwith dis-
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tributedserversto provide a singleplatformto supportfault-tolerant,highly
availableservicesandapplications.

• Publish-Subscribe. A commonform of communicationbetweena large
numberof nodestaking part in a given serviceor applicationis publish-
subscribe. We will provide a fully decentralizedpub/subcommunication
systemthat applicationscan usefor their own purpose[44]. The current
implementationis basedon a hierarchicaltopic-basedmodewhile later in
theprojectwewill evaluateif acontent-basedapproachis alsoneeded.

• Resource SelectionService. The ResourceSelectionService(RSS)takes
careof performinga preliminary selectionof nodesto allocateto an ap-
plication,accordingto rangequeriesuponstaticattributes[33]. It exploits a
fully decentralizedapproach,basedonanoverlay network whichis built and
maintainedthroughepidemicprotocols.This allows to scaleup to hundred
thousands,if notbillions, of nodesandto beextremelyresilientto churnand
catastrophicfailures.Thisserviceis invokedby theAEM service.

• Application Dir ectory Service. TheApplicationDirectoryService(ADS)
handlesthesecondlevel of resourcediscovery, answeringqueriesexpressed
aspredicatesover the dynamicattributesof the resources[25]. ADS will
createanapplication-speciÞcÒdirectoryserviceÓusingtheNodeIDsreceived
by the RSS,relatedto the resourcesinvolved in the applicationexecution.
To provide scalabilityandreliability, DHT techniquesandtheir extensions
to dynamicandcomplex querieswill beused.

• Application Bootstrapping. Many applicationsneedtohavenodesarranged
in speciÞcoverlaynetworks(e.g.,a torus,aring) to operatecorrectly. Appli-
cationBootstrappingis a setof libraries,leveragingoff epidemicprotocols,
to makeapplicationnodesself-organizeto meettherequirements[25].

Xtr eemOSCluster Flavour. The XtreemOSclustervariant will be basedon
LinuxSSI [32, 41], which implementsa full SingleSystemImage(SSI) operat-
ing systemfor computingclusters.A full SSIoperatingsystemglobally manages
all clusternodesresourcesto give theillusion thataLinux clusteris asingleLinux
node.ThePosixinterfaceis offeredto usersallowing theexecutionof unmodiÞed
legacy sequentialor parallelapplicationsandsystemadministrationtools. Hence,
LinuxSSImakesaclusterappearasasinglepowerful (SMP-like)Grid node.Based
onKerrighedSingleSystemImage(SSI)technology[17], LinuxSSIprovidesaddi-
tional featuressuchasaglobalcustomizablescheduler[28], thecheckpoint/restart
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of processtrees[29], additionalreconÞgurationmechanisms[30], andadistributed
Þlesystem[31].

Xtr eemOSMobile Device Flavour. XtreemOSalsoprovidesa mobile device
ßavour (XtreemOS-MD), which fully integratesmostof XtreemOSfunctionalities,
giving userson the move full accessto the XtreemOSGrid [35, 46, 45]. This
kind of approachis much more scalablethan gateway or Grid portal solutions
for mobile access,as it eliminatesthe potentialbottlenecksandsingle-pointsof
failure of thesegateways. This scalabilityfactorcanbe speciallyrelevant, given
the enormousnumberof mobile devicesthat exist thesedays. Moreover, mobile
Grid applicationswill beableto runtransparentlywith little or nomodiÞcationsin
mobiledevices, dueto the inclusionin XtreemOS-MDof OGFÕs standardSAGA
API.

Due to thecurrentstateof mobileLinux market, anotherkey principleof the
mobileßavour is portability. XtreemOSwill providenotonly afull Grid operating
systemfor mobile devices, but also a set of opensourcesoftware modulesthat
canbe easily integratedinto any modernmobile Linux distribution, by avoiding
excessive relianceonany speciÞcmobileplatform.

Xtr eemOSAPI In general,theXtreemOSAPI hasto serve threeclassesof ap-
plications:

1. ExistingLinux applications,usingPOSIX-standardizedinterfaces.

2. ExistingGrid applications,usingOGF-standardizedinterfaces.

3. New applications,usingfunctionalityuniquelyprovidedby XtreemOS.

WehaveselectedtheemergingOGFstandardSimpleAPI for Grid Applications
(SAGA) as the Þrstdraft API for XtreemOS.SAGA hadbeenselectedbecause
it combinesOGF-standardizedAPIÕs (namelyJSDL [1], BES [8], GridFTP[15],
GridRPC[18], DRMAA [21]) with POSIX-like interfaceswhereverpossible(e.g.,
for Þlesand streams). We have deÞnedan API namespacecalled XOSAGA
(XtreemOSextensionstoSAGA) thatmirrorstheSAGA API namespace.XOSAGA
containsonly thosepackages,classes,andinterfacesthatrequireXtreemOS-speciÞc
extensionsto SAGA. Together, SAGA and XOSAGA form the XtreemOSAPI
[42, 37].
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3 Comparisonwith Alter nateApproaches

XtreemOSGrid OS can be comparedto other Grid OS and to middleware ap-
proaches.

3.1 Other Grid OS

Legion [12] is an object-basedwide-areaoperatingsystem. Legion executesas
middlewareontopof individualresourceoperatingsystemsbut providesauniform
API andobjectspaceto usersandto developers.Legion sharesa largenumberof
key requirementswith XtreemOS,namely: security; a global namespace;pro-
grammingease;interactivity; fault tolerance;persistence;dynamicity;scalability;
andsiteautonomy. Beingrun asa middleware,Legion canmanageheterogeneous
resourcesrunningdifferentoperatingsystems.But, in return,Legion provides a
speciÞcAPI to users(in order to managethe global usernamespace)andto de-
velopers. In contrast,XtreemOSprovidesthe standardPOSIX API to usersand
developers,but all computationalresourcesmustrun theXtreemOSoperatingsys-
tem. For userandresourcemanagement,Legion andXtreemOSalsousedifferent
strategies. A Legion domainis autonomousandmanagesits local usersandre-
sources.But multiple domainscanbecombinedin orderto form largersystems:
objectscreatedin onedomaincancommunicatewith andusetheservicesof other
objectsin connecteddomains. XtreemOSmanagesusersandresourcesthrough
virtual organizations.VOsareindependent,but a usercanbelongto multiple VOs
anda resourcecanprovideservicesto multipleVOs.

Globe[23] sharesmany goalswith Legion. Both aremiddlewarerunningon
top of hostoperatingsystemanduseclassobjectsto abstractimplementationde-
tails. But theimplementationof objectsis differentandGlobecanbepresentedas
a distributedapplicationenvironmentwhereasLegion is presentedasanoperating
systemfor grids.

9Grid [16] is anon-goingcollective effort to extendthePlan9[20] distributed
operatingsystemto Grids. ThePlan9operatingsystemalready integratessupport
for userauthentication,resourcediscovery anddatamanagementin a distributed
environment.Plan9administration,limited toasingledomain,isextendedin 9Grid
to supportmulti-domainnamespacesandremoteauthenticationagents.XtreemOS
providesasimilar functionalitythroughthemulti-VO support.

Mosix2 [2] is a managementsystemtargetedfor high performancecomputing
on x86 basedLinux clustersand multi-clusterorganizationalGrids. Mosix in-
corporatesdynamicresourcediscoveryandautomaticworkloaddistribution,com-
monly foundon singlecomputerswith multiple processors. Themajor limitation
of Mosix2 is its weaksecuritysupport:all resourcesmustbelongto thesameorga-
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nizationaldomainandmustbeconnectedthrougha securednetwork. XtreemOS
alsoprovidesasinglesystemimageßavourfor clusters.As it is thecasefor Mosix,
thenodesof anXtreemOSclustermustbeconnectedusingasecurednetwork, but
thewholeclusteris seenasa largeSMPnodein theXtreemOSGrid.

Vigne[13] providesaconsistentsetof integrated services(resourcediscovery,
distributedapplicationmanagement,automaticapplicationlife cyclemanagement)
on top of Linux. Vignetargetsscalability andtransparency but doesnot currently
provideany supportfor VOs,securityor Grid Þlesystemasin XtreemOS.

GridOS[19] integratesbasicfonctionalitiescommonto classicalgrid middle-
ware in the Linux operatingsystem:a resourcemanagementmodule,a process
managementmodule, a kernel ftp server and a kernel ftp client, a high perfor-
manceI/O moduleanda communicationmodule. The integrationof suchbasic
functionalitiesin the kernel facilitatesmiddlewaresupportandmainly increases
datamanagementperformance.

WebOS[22] providesOSservicesto wide-areaapplications,includingmech-
anismsfor resourcediscovery, a globalnamespace,remoteprocessexecution,re-
sourcemanagement,authentication,andsecurity. The major differencebetween
WebOSandXtreemOSis thatWebOSprovidesoperatingsystemservicesfor the
deploymentof wide areaapplicationswhereasXtreemOStargetstheexploitation
of widearearesourcesfor theexecutionof applications(sequentialor parallel).

3.2 Grid middleware

Globus[9] haslong beendesigned asa Ósumof servicesÓinfrastructure,in which
tools aredevelopedindependentlyin responseto currentneedsof users.Globus
providesspecialisedservicesfor job submission,for Þlestaging,for replicaloca-
tion andmanagement,for publishingandqueryingof resourceinformation,etc.
Thenumberof differentservicesandthelackof consistentinterfacesmakea large
GlobussystemdifÞcultto install, manageanduse.XtreemOSintegratesequivalent
functionalitiesin a moreconsistentway. Userdataaremanagedby XtreemFS,a
sharedGrid Þlesystem(no needto explicitly move Þles),automaticallyreplicated,
andaccessiblethroughthestandardPOSIXAPI. VO overlaysprovidedynamicre-
sourcemanagementandselection.Globus,andgrid middlewarein general,rely on
clusterexecutionservices(batchsystems)which do not supportinteractive appli-
cations.XtreemOSon its sideextendstheremoteexecutioncapabilitiesof Linux
to theGrid andsopreservesinteractivity betweentheuserandhis jobs. Globusis
thebasisof a largenumberof productiongrid systemssuchasgLite [4] developed
by theEGEEproject[3] fundedby theEuropeanCommission.

SomeP2Pbasedmiddlewarehave alsobeendemonstratedassupportingGrid
capabilities,but currently do not provide the whole software stacknecessaryto
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supportall neededfunctionalities.Zorilla [7] is a java-basedmiddlewareintegrat-
ing alocality-awareP2Presourcecoallocationandschedulingsystem.Vishwa[14]
exploits a two layeredP2Parchitecture.Thestructuredlayer reconÞgurestheap-
plicationto maskfailures,while theunstructuredlayerreconÞgurestheapplication
by adaptingto thevaryingloads.

4 SigniÞcanceof Xtr eemOSApproachfor Users

Themaingoalof a new approachto Grid supportsuchasXtreemOSis to provide
real advantagesto endusersover conventionalGrid middleware. In this section,
we considerthegeneraladvantagesof XtreemOSfor all usersandthenthemore
speciÞcadvantagesfor threekey classesof user:endusers,systemsadministrators,
andapplicationprogrammers.

4.1 Advantagesfor all users

A key advantageof thesystemfor all classesof usersis XtreemOSÕs approachto
handlingheterogeneityin systems.This hasthreemainaspects:

Heterogeneousapplications. XtreemOSis designedto handlea wide rangeof
typesof application.At oneendof thespectrum,largescalescientiÞccollabora-
tionstendto bewidely geographicallydispersedwith alargenumberof institutions
andlasta longtime,with averygeneralgoalandrelatively straightfowardsecurity
requirements.At the other end, commercial applicationsin businessdatacen-
trestypically involve a small numberof partnerson shorttime scalesandtightly
directedgoals,oftencontrolledby a workßow, andhave key requirementsfor iso-
lationanddatasecurity. By providing asufÞcientlygeneralandßexible infrastruc-
ture,XtreemOSaimsto supportthis rangeof applications,which is demonstrated
in thecasestudieswithin theproject.

Heterogeneousplatforms. XtreemOSaimsto provideasingleoperatingsystem
which will operateon workstations,clustersandmobiledevices. Thusa collabo-
rationcanwork acrossthesedevicestransparently, integratinga rangeof different
platformstogetherwithin a singlemanagementsystem,working to commonpro-
tocols.

HeterogeneousSecurity Systems Thedifferentsecuritymechanismswhich tra-
ditionalsystemsuseis asigniÞcantbarrierto practicalGrid computing.Themech-
anismscanbedifÞcultor impossibleto work together, andmakeit hardto establish
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trustbetweenentities.TheXtreemOSsecuritymodelusesa commonglobalsecu-
rity mechanismwhichcanbetranslatedto work with localsecurityinfrastructures.
Globalsecuritydecisionsaremadeusingthecommonsystemwith their local en-
forcement.Thusa commontrust andsecuritybasiscanbe establishedwhile not
interferingwith local securitypolicy.

We breakdown the XtreemOSusersinto a numberof different groupsand
considerthebeneÞtswhicheachgroupwouldacruefrom XtreemOS.

4.2 Advantagesfor endusers

Two kindsof enduserscanbedistinguished:userslaunchingapplications(called
hereapplicationusers),andserviceadministrators(userslaunchingapplications
thatarein factservicessuchasfor examplea webserver or a database).Someof
theseuserswill be experts,othersnovicesor non-computingspecialists.An ob-
jective of XtreemOSis to make theGrid invisible for non-expertusers.For expert
users,it may not be desirable to make the Grid fully invisible. The expert user
may be ableto provide useful informationto the systemfor instanceto optimize
the executiontime of his/herapplication. XtreemOSthusprovidesa numberof
advantagesto endusers.

Easeof use. A numberof XtreemOSfeaturesprovide a userwith an easymi-
gration from a familiar local Linux environment. The useof a Single-SignOn
mechanismto theGrid within a virtual organisationallows theGrid userto access
all the resourceson the Grid with a singleuseof Grid usernameandpassword,
and then the underlyingcertiÞcatemechanismwill authenticatethe useragainst
resourcesappropriately. Thisprovidesaconvenientmechanismwithihout theneed
to managemultiple certiÞcatesexplicitly. This seemlessaccesswithout multiple
authenticationchallengesalso enhancesthe userÕs view of transparentaccessto
resources,which canbecalledasif they appearon thelocal system,regardlessof
theiractuallocation.Furtherasusercommandsin XtreemOSsupportPosix,asfar
aspossible,onefamiliar interfacecanbeusedto call local andglobalresources.

Secure and reliable application execution XtreemOSprovides a numberof
featureswhich supportsecureandefÞcientexecutionof applications.XtreemOS
providesa Þne-grainedcontrol of accessto resourceson theavailablecomputing
nodes,allowing speciÞcdataobjectsto be managedseparately. This is supple-
mentedby efÞcientapplicationexecutionby identifying and utilising free com-
putenodeswithin theVirtual Organisation,somaximisingtheuseof theavailable
computationalpower, andtheexecutionis thenmonitoredaccuratelyby auditing
servicesacrosstheVirtual Organisation.
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Platform transparency XtreemOSprovidesa singleinterfacewhich canacco-
modateclustermachinesandmobile devicesaswell asconventionalworkstations,
soit supportsa ubiquitousaccessto services,applicationsanddataacrossdevices
within onesystem. Thusendusersdo not needto conÞguretheir applicationto
work onaparticularplatform.

4.3 Advantagesfor administrators

Anotherkey setof XtreemOSusersaresystemadministrators.Systemadminis-
tratorscanincluderesourceadministrators,responsiblefor a particularcomputing
resource,or Virtual Organisationadministrators,responsiblefor supportinga col-
laborationwithin a community. Again, XtreemOSprovidesadvantagesfor both
groups,asfollows.

Advantagesfor local resourceadministrators. XtreemOSsupportstheauton-
omousmanagementof local resources.Securitypoliciesto accesslocal resources,
andaccountsfor local users,canbe controlledlocally by their own local admin-
istrators.Thenwhentheresourceparticipatesin virtual organisations,these local
conÞgurationscanbepropagatedacrossthevirtual orgnisationandthusrespected
by othernode.Furtherfeatureswhichsupportstrongisolation,includingnodevir-
tualisationandvirtual Þrewallsarebeingaddedto supporthigh integrity resources
andapplications,whichalsosatisfytherequirementsof localadministrationonthe
highersecurityonsuchresources.

Advantagesfor Virtual Organisation administrators. XtreemOSprovides a
scalablevirtual organisationtool, whichcanbecontrolledvia Virtual Organisation
rolesandpolicies,whichrespecttheneedsof local resources.XtreemOSalso con-
sidersthewholelifecycle,supportingVO establishment, changeanddissolutionin
a singlecontrolledenvironment. XtreemOSthuswill give VO administratorsthe
tools to ßexibly run their VOswhile having theassurancethat local requirements
will berespectedacrosstheGrid.

4.4 Advantagesfor application programmers

XtreemOSis a Grid OS which cansupporta wide rangeof applicationsandser-
vices. It doesnot assumeany particulararchitecturebeyond the basicGrid and
Virtual Organisationservices,many of which aretransparentto the users,andis
thusdesignedto not be limited to a particular programming paradigm. Current
Linux applicationscanrun with little or no modiÞcations,so legacy applications
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to be executedin a Grid without modiÞcation,or recompilation. It is also in-
tendedthatcurrentGrid applicationswill alsorun with little or no modiÞcations.
XtreemOSsupportstheemerging standardOGFstandardAPI ÕSAGAÕ,with cur-
rently both the C andJava languagessupported.As otherGrid systemswill also
supportthis interface,thena Grid applicationdeÞnedfor onesystemshouldalso
run any otherSAGA compliantsystem. This would potentially includeapplica-
tionsrunningacrossacombinationof XtreemOSandotherGrid middleware.

5 Conclusion

XtreemOSproposesa novel approachto the managementof large andvery dy-
namicGrid systemsallowing usersto transparentlyexploit VO-managedresources
throughthestandardPosixinterface.XtreemOSis a Grid operatingsystem in the
sensethat it offersa coherentsetof integratedandcooperative systemservicesto
managejobs,data,Grid usersandVirtual Organizationsin amulti-domaincontext.

The main objective of this new approachis to provide real advantagesover
conventionalGrid approaches.XtreemOStargetseaseof use,secureandreliable
applicationexecution,andplatform transparency for endusers.With XtreemOS,
localsystemadministratorsstill managetheir resourcesautonomouslyandVO ad-
ministratorsare provided with a scalableand ßexible Virtual Organizationtool
dealingwith the whole VO life-cycle. Transparency andscalabilityare the two
fundamentalconceptsguiding thedesignof XtreemOS.Moreover, unlike the tra-
ditional middleware-basedapproaches,XtreemOSprovidesseamlesssupportfor
VOs at all the software layersinvolved, rangingfrom the operatingsystemof a
node,via the VO-globalservices,up to direct applicationsupport. In contrastto
many middlewareapproaches,XtreemOSis ableto executeany kind of application
from legacy Posixcompliantapplicationsto Grid-awareapplicationsconforming
to OGFstandards.

XtreemOStargetsbothbusinessandscientiÞcapplications.Threeßavoursof
XtreemOSareimplementedbasedon Linux for stand-alonePCs,PCclustersand
mobile devices. The Þrstpublic releaseof XtreemOSopensourcesoftware for
PCsandclustersis plannedin June2008. Furtherversionswill thenbe released
to reÞnetheXtreemOSssystemtogetherwith extensive systemtestingon a wide
varietyof case-studies.
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