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Executive Summary

This deliverable is the third edition of the specification of security and VO services
for the XtreemOS project. It aims to revisit and consolidate the foundation and
development roadmap after the first release of the XtreemOS prototype system.

Although the first release has made some progress towards making security
and VOs more managable than conventional Grid middleware systems, the sys-
tem deployment in our testbed has revealed a few critical issues that we will have
to address if the expectation of XtreemOS users (including end users, develop-
ers, system adminstrators) is to be met. These issues include a) the complexity
of managing and distributing certificates, b) the lack of a clear definition of the
trust model underpinning XtreemOS, c) static realisation of VOs in the first re-
lease, d) the missing links between the implemented VO and security components
(from WPs 2.1 and 3.5), and, last but not least, e) a detailed definition of what a
XtreemOS system is composed from.

It should be pointed out that some of these issues, namely a) and c), are not
unique to XtreemOS: they also exist in the all the main stream Grid middleware
systems. They are more pressing to our project because users will have higher
expectations on XtreemOS, a Grid operating system featured by its support for
VOs and better usability (in terms of ease of use, compact system administration
and deployment). This deliverable makes extra efforts to address these issues. We
have therefore focused on two important aspects of our work: revisiting the key
concepts and design decisions that underly our system and giving an outlook into
the future direction of our development.

This deliverable contributes to the state of the art Grid computing research in
four different ways. For the first time in the project, we present the XtreemOS trust
model, which is fundamentally a cross-certified hierarchical PKI trust model. Dif-
ferent from other conventional PKI trust models, our model is established upon the
existence of one or more online Certification Authorities (CAs) in an XtreemOS
system. Second, by leveraging the online CAs, this trust model allows us to sim-
plify, and more importantly, automate the management and distribution of (root)
CA certificates in our system, which is often a stumbling block for large scale
deployment of PKI based systems. Such automation can significantly enhances
the capability of XtreemOS being deployed as a large scale distributed system
and reducing the level of manual and/or offline operations involved in configur-
ing widely distributed resources (this is a must with conventional Grid systems).
Third, we present a set of key protocols underlying this trust model, describe its
relationship with our security and VO services, and outline their connections with
the implementation we have delivered. Finally, this document also clarifies and
revisits the following fundamental questions to the project: what is a XtreemOS
system, what are the entities that a XtreemOS system involves, and what are the
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VOs in a XtreemOS system.

As part of the overal system implementation roadmap, this deliverable finally
presents a preliminary implementation roadmap of our security and VO services.
in the upcoming release. We provide an update of the architectual relationship
between these services, and describe a set of advanced features that will appear in
the next release.



1 Introduction

This deliverable is the third edition of a specification of security and VO services
for the XtreemOS project. Itis delivered after the first public release of XtreemOS.
After two years into the project, we are now standing at a point where we have de-
signed and developed a range of services that have been integrated into the public
release and we have also accumulated a level of understanding of the strength and
limitations of the services we delivered.

The previous edition of this deliverable focused on presenting an overall secu-
rity architecture of XtreemOS, and that has been used as the foundation leading to
the the first release. However, the actual experience and knowledge accumulated
along the production (especially development, deployment and testing) to the first
release has given us many new insights and further understandings into the limita-
tions of implemented services as well as the (hidden) strengths of the XtreemOS
security infrastructure.

Therefore, this time, we revisit some of the design decisions, most importantly,
trying to understand the cause of the problems we have experienced during the
course of in the system deployment of the first release and present solutions on
how they can be addressed in the upcoming releases.

1.1 Brief Recap of D3.5.4

The previous edition of this deliverable (i.e. D3.5.4) was published a year ago.
It was a preliminary design document aiming to set the foundation for the WP3.5
implementation work in 2008. Over time, especially along with the indepth design
and development following the publication of D3.5.4 and throughout year 2008,
our understandings on the various topics discussed in D3.5.4 have significantly
been advanced and have undergone a continously (still ongoing) evolution. This
outcomes of this process has been reflected in the contents being produced for this
current deliverable - D3.5.11.

Although D3.5.11 is entitled as ”Third Specification of Security and VO Ser-
vices”, it actually is more than just a specification. It includes conventional topics
which are covered under a specification (i.e. service descriptions and upcoming
features). But it also presents the fundamental concepts and design decisions that
have evolved since the production of D3.5.4. These concepts, decisions, as well
as the rationale behind these decisions are valuable outcomes resulted from exten-
sive involvements in the implementation, deployment, and experimentations led
to the first XtreemOS release, especially on the topics related to security and VO
management. As they are “fundamental and representing the latest development”,
we see them as important foundations for the upcoming development and releases
for the work in the WPs and that in the project as a whole.
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D3.5.4 vs. D3.5.11 D3.5.4 included the presentation of the following technical
topics:

1. entities for secure VO management
2. XtreemOS Security Architecture
3. technical discussion and evaluation aspects of the security architecture

Expansions Since D3.5.4, topic 1. has evolved significantly. In fact, through
a careful examination across the security services delivered in the first release, we
have concluded that a revisit and consoliation of the major concepts and design
decisions are urgently needed.

This is mainly due to two major limitations with the previous editions of this
deliverable (i.e. D3.5.3 and D3.5.4): a) there is a lack of systematic presenta-
tion of what the VOs in XtreemOS are and what are their relationships with the
XtreemOS system; and b) certificate management, a key foundation to XtreemOS
security, has not been clearly described. Addressing limitation a) allows us to un-
derstand the rationale behind the deisgn decisions regarding Grid-level and node-
level services. Tackling limitation b) paves the way to understand how XtreemOS
security infrastructure differs from that provided by conventional Grid middleware
and how we can avoid some major limitations (especially in terms of certificate
management) delivered in the first release and also present in the conventional
Grid middleware systems.

Having answers to both will certainly help readers (including developers, per-
spective users from XtreemOS consortium and outside) to appreciate and under-
stand the novelty of the security and VO features that will be delivered in the
upcoming releases.

Topic 1. in D3.5.4 has been largely expanded in D3.5.11 along three lines:

e (revised) background materials to XtreemOS VO and security
design: this includes the description of entities in a XtreemOS operating
system, credentials for each entity, actors related to our system, and usage
scope of each type of credentials.

e VO management in XtreemOS: this section examines what is a XtreemOS
system and how does the VO and security components relate to this system,
and what are the (security & VO)software layers included in this system.
This section also helps to understand how XtreemOS differs from a conven-
tional operating system and how do these key differences drive us to key
XtreemOS security design decisions.

e Certificate management in XtreemOS: this section presents the
XtreemOS trust model and explains how this model differs from a conven-
tional PKI trust model. More importantly, it highlights the key limitation
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(in terms of security) of certificate management in the first release. It ex-
plains why it is possible and how to leverage the new features brought by the
XtreemOS trust model to offer novel security features that are not possible
with convnentional Grid middleware systems. This section also discusses
what features we can borrow from conventional Grid middleware systems
and how.

Revisions and New Materials The topic 2. - XtreemOS Security Architec-
ture of D3.5.4 has been significantly revised in D3.5.11 (although under a different
title). The revisions are two folds. First, we include the description and discus-
sion of security services as they were delivered in the first release. Some of these
services (e.g2. RCA and VOLife - a web frontend of XVOMS) are simply newly
developed after the publication of D3.5.4. Second, a consolidated architecture
of XVOMS (including three previously separated security components: XVOMS,
CDA, VOLife) is presented in D3.5.11. This provides a timely illustration of what
are the relationships between these components as they were presented in the first
release and will likely continue to be in the upcoming releases.

In addition, the upcoming features of each of the security services (XVOMS,
VOPS, and RCA) are described. For each, we also described how these services
relate to the services being developed in other WPs.

A Companion Document Regarding topic 3., a separate companion deliv-
erable - D3.5.10 "Security Evaluation” covers the evaluation aspects of this deliv-
erable. More specifically, D3.5.10 complements D3.5.11 by providing a quanti-
tative and qualitative evaluation of the security and VO services delivered in the
first release and a discussion of the materials presented in the current deliverable.
Please refer to D3.5.10 for the discussion of the design and implementation work
conducted by WP3.5.
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2 Basic Concepts

Fundamentally, XtreemOS is a distributed operating system aiming to provide a
single abstraction of physical hardware and software services offered by a collec-
tion of standalone Linux operating systems so that they can function collabora-
tively to support the utilization of computational and storage resources regardless
of the geographical location of users or machines. In order to achieve that, two
layers of software, namely (Grid-wide) system services and (foundation-level)
node services, are directly integrated into Linux operating systems (e.g. Linux
PC, Linux Single System Image, and embedded Linux distributions) so that such
software programs can work natively alongside with the existing Linux kernel
and system programs to facilitate the coordination among the conventional Linux
operating systems.

Figure [I] shows the layered software stacks of a computer system that runs
XtreemOS as its operating system. A detailed digram consisting of the major
functionalities offered by each layer will be presented at Figure (3| According to
[2]], an XtreemOS operating system consists of three layers of software, XtreemOS
Grid layer, XtreemOS Foundation layer, and standard Linux operating systems,
all packaged and integrated to function as a single operating system. The design
and development work of the project focuses on former two layers; whilst the
packaging work occurs between the XtreemOS Grid/Foundation layers and the
standard Linux distributions.

This chapter examines the design principles of the added software layers: sys-
tem and node services and describes their relationships with the underlying Linux
system programs and the applications and tools sitting on top of XtreemOS. The
emphasis of this examination focuses on the software stacks, including Grid-wide
system services and node-level core services, to support VOs and the enabling
security mechanisms.

2.1 Background

A major function of XtreemOS is to hide the complexity of distributed resources
dynamically aggregated from cross-domain services providers and ensure the trans-
parency of using such a distributed operating system from users. For example,
just like with a standalone operating system, once a user is registered with the
XtreemOS system, it should be conceptually the same for the user to use resources
from any machines that the system is composed of, regardless of whether such re-
sources have been added to the system recently or for a long time. For system ad-
ministrators, XtreemOS administrative tools should also ensure the managibility
of XtreemOS regardless of how many VOs they machines are involved in the past,
now, and future. This section looks at a range of concepts that make XtreemOS
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Applications & Tools

Interfaces & Libraries

XtreemOS Grid Layer

(Grid-wide) System Programs

(Foundation-level) Node Programs } XtreemOS Foundation Layer XtreemOS

Generic OS Programs

Standard Linux Distributions

Platform-specific OS Programs

Physical Hardware

Figure 1: The structure of a computer system that runs XtreemOS.

different from conventional operating systems and how XtreemOS accommodates
these concepts in the design of its software stacks.

2.1.1 Entities

One of the key features of XtreemOS is its support for VOs spanning across the
entire operating system. This system consists of two types of entities: global level
entities, that is, global entities, and (conventional) operating system level entities,
that is, local entities.

Local (OS-level) Entities XtreemOS is built upon conventional (standalone)
Linux boxes, which are not aware of global entities. In Linux, there are two
types of local (OS) entities: OS users and OS resources (files and processes).
Local entities exist in a OS (local) namespace and are identified by local identifiers
within a standalone operating system. In Linux, users are identified by a UID
(user id), files are identified by an inode number, which is a data structure which
contains information about a file in a Linux/Unix operating system, and processes
are identified by a PID (process id).

Global Entities Global entities persist in a global namespace and are identified
by a global identifier (an attribute of a global entity). Examples of global entities
are: users, nodes (machines), services, and VOs. However, only two types of
global entities, users and nodes, are associated with a X.509 public key certificate
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[16l]. The X.509 certificate standard was chosen as credential format because it
is being used widely in production Grids and there are many mature technologies
manipulating certificates.

Other entities (e.g. VOs and services) which also persist in the global names-
pace and have a global identifier associated with them. But, these entities do not
have a certificate associated with them. In fact, we aim to avoid using certificates
in the system as much as possible.

Having too many certificates in the system could lead to a system management
disaster when it comes to deployment and management of the system. In addition,
creating certificates typically involves an off-line (this is the standard practice to-
day) certification authority and often involves humans in the loop (e.g. submitting
certification request and installing certificates). This implication hinders our aim
to support dynamic VOs, as they are often created in a very short time and are
short-lived. Thus, for the above reasons, we decide to reduce the number of cer-
tificates in the system as much as possible. Consequently, the other global entities
(i.e. VOs and services) are no longer configured with certificates. Their identifiers
will appear as attributes of a certificate-attached global entity.

Dealing with Global and Local Entites Global entities are associated with one
or more attributes, including a global identifier. A global identifier allows a global
entity to be recognize globally across the underlying collection of Linux operating
systems. However, the concurrent presence of global and local entities naturally
leads to two questions.

The first question is how to manage identifiers so that they are globally unique.
Without the guarantee of global uniqueness of identifiers, users sharing the same
identifier are able to access each other’s files/jobs without being detected. Given
that users and resources are often originated from different administrative do-
mains, it is not realistic to assume there is a centralized control on the assignment
and management of identifiers (this is the assumption in the first release). Fur-
ther, because there are different validity scopes in XtreemOS (see Section [2.1.4):
identifiers need to preserve the uniqueness within each and every valid scope it
belongs to during the lifetime of the corresponding scope.

Next, it comes the question of how to manage attributes of a global entity so
that the XtreemOS system can perform consistent access control across the board.
This can be a tricky issue as attributes can be associated with users or machines
of varied time period. For instance, because VOs can be created dynamically, a
user’s association with VOs, especially with dynamic VOs, can vary from time to
time, depending on the lifetime of the VOs.

In order to manage the entire XtreemOS system consisting of global and lo-
cal entities, the key challenges can be summarized as follows. First, XtreemOS
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should provide a set of system-wide (global) services to serve all the Linux boxes
that the system is composed from. The purposes of these global services are
to manage global identity, attribute, policy, and VO membership, and provide a
global governance of resource usage.

Second, a new set of node-level system services should also be provided to
work alongside the existing native OS services and to coordinate with the global
services. To that end, these OS-level services are: a) to provide the bi-directional
mappings between a global user and a local user, a global resource (e.g. file) and a
local resource (e.g. file); b) to allow OS-level services to recognize and make use
of global attributes in its handling of local resources and providing varied quality
of services guarantees, and c) to corporately work with global services to enforce
policies to govern the usage of resources on a global local scale.

2.1.2 Credentials

Apart from the information (e.g. DN) embedded in its public key certificate, a
global entity basically has two types of credentials: identifiers and attributes. Both
are held in its attribute certificates. Put it simply, a credential is a piece of infor-
mation about a subject; whilst a certificate is a mechanism to carry credentials.

Identifiers In XtreemOS, an identity is a piece of human-readable informa-
tion about an entity; whilst an identifier is a computer processable piece of in-
formation about an entity. Specifically, there are four types of identifiers in a
XtreemOS system: Global User Identifier (GUID), Global Virtual organization
Identifier (GVID), Global Group Identifier (GGID) and Global Node Identifier
(GNID). Users and nodes are associated with a X.509 public key certificate and
their identity is represented by the Distinguished Name (DN) field in the certifi-
cate. In other words, the DN field in a certificate is the identity of an entity and
this entity can be users or nodes.

Distinguished Name (DN) 1In a PKI world, the DN in a certificate is the
unique way to identify an entity. A DN field consists of the following information:

Country

Locality (or city)
State (or province)
Organization
Organization Unit
Common Name
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Once the DN is assigned to a global entity, the binding between the DN and the
entity should remain the same throughout the lifetime of the entity. For instance,
the DN of a user’s or a node’s certificate should remain the same regardless how
many VOs they register with and how many different attributes they may have
in each VO. However, in XtreemOS, the DN is not being used by the distributed
operating system as an identifier to handle global entities’ identity. The following
paragraph explains the rationale behind this decision. Section[2.4.3|describes how
the DN field is determined in a XtreemOS system.

Why Not Use DN as a Global Identifier? Although the DN field in a cer-
tificate is a useful source of information about an entity and it is unique across
the system, it is often descriptive and generally too long to be used as a unique
identifier for the Linux operating system: conventional operating systems are not
designed to recognize long descriptive names. In the traditional Linux (e.g. libc-
5), the POSIX compliant usernames is only 8-byte long. In the recent versions of
Linux (libc-6), the length of Linux usernames has been extended to 32 bytes [14].

Format Format wise, a XtreemOS identity certificate, called XOS-Cert, has
no difference to a standard X509 identity certificate [[16].

Attributes Global entities can have one or more attribute certificates associated
with them. An attribute is a property that a global entity can have. Attributes can
be bounded to an entity with a specified lifetime and a scope of valid usage(s).
Sometimes, such usage(s) are referred as policies. Typically, these policies restrict
the context where one (or more) attribute can be used with a global entity.

Instead of using the full DN field directly as a global identifier for a global
entity, the XtreemOS mapping process (see [3] for details) uses a 32-byte alpha-
numeric identifier to identify users and map them into operating system level user-
names. The format of a global identifier is comprised of two parts (for additional
details, see Section [2.4.4):

/<1l6-byte credential issuer’s IP address>/
<l6-byte host-wide unique ID>

The separators (i.e. forward slashes and dashes) are for illustration purpose:
they are not being counted as part of the identifier. An example of such is:
/130.246.76.73/ft841bf7-d6¢c543d7-9ad7-d54ad8c6cb91. This example uses a hy-
pothetical IPv4 address (i.e. 130.246.76.73), which only occupies 4 bytes of the
space. However, because 16 bytes are allocated, the first half of the identifier can
accommodate 16-byte IPv6 addresses. This is perhaps needed for XtreemOS as
the adoptation of IPv6 protocols in WP3.2’s proposed design and development.
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Readers might wonder why don’t we use the more descriptive DNS hostnames to
replace the IP addresses. The major reason is that DNS hostnames can be up to
255 bytes long, which makes it practically not feasible for being used as a candidte
of Linux usernames.

The remaining 16 bytes are for host-wide unique IDs (i.e. {ff841bf7-d6c543d7-
9ad7-d54ad8c6cb91). Because it is unique within the issuing host, the host ad-
ministrator can choose how this is implemented locally. In the first release of
XtreemOS, we have chosen the widely used the UUID standard [14] to imple-
ment the host-wide unique IDs.

To summarize, the DN of a global entity is the identity of the entity in a PKI
world but not the global identifier being used by the XtreemOS distributed oper-
ating system to recognize a global entity. In our system, the global identifier is
being treated as an attribute of the entity.

Format Attributes can be stored as (non-standard) extensions in a X.509
identity certificate, thus forming an integral part of a certificate. However, in prac-
tice, this solution could restrict the usage of certificates because attributes in the
extensions may have different validity period and scope than those of the identity
of an entity (as an entity’s identity has a lifetime association with the lifetime of
the entity). Therefore, in XtreemOS, the attributes of a global entity are distributed
via attribute certificate [6]. An attribute certificate is a mechanism storing a set of
attributes of the same validity period of a global entity. An attribute certificate is
associated with an identity certificate through sharing of a common DN field. In
practice, a global entity may have multiple attribute certificates, each associated
with its identity certificate with a varied set of attributes.

Types of Attributes There are two types of attributes that users can have in
his/her attribute certificate.

1. Identifiers

e Global User IDentifier (GUID): a user’s global identifier (unique
within a XtreemOS system) Typically, a user is associated with one
GUID in the system. However, there is at least one exceptional case
(described in Section [2.4.4).

e Global Vo IDentifier (GVID): a user’s VO association (unique within
a XtreemOS system) A user can be associated with multiple GVIDs.

e Global Group IDentifier (GGID): a user’s global group association
(unique within a XtreemOS system) A user can be associated with
multiple GVIDs.

2. VO Attributes
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e Group: a user’s group association within a VO (unique within a VO)

e Role: a user’s role in a group (unique within a VO’s group or unique
within a VO: the former means a hierarchical structure between groups
and roles within a VO; while the latter indicates a flat structure be-
tween groups and roles within a VO.)

e Capability: a list of capabilities that a user has over certain objects
(unique within a VO)

Machine attribute certificates can contain the following attributes:

¢ Global Node IDentifier (GNID): a machine/node’s global identifier (unique
within an XtreemOS system)

¢ Global Vo IDentifier (GVID): a node’s VO association (unique within an
XtreemOS system)

e Service: services running on the node for a VO

2.1.3 Actors

So far, we have discussed how the system assigns identity and attributes to global
entities. However, what we have not discussed are the actors involved in the pro-
cess. So, who are the people involved in generating, managing, distributing, us-
ing, and removing the credentials? Who run the services? More specifically, the
following questions are formulated to be investigated in this section:

e Who manages the lifecycle of the identities and attributes?
e Who uses the attributes?
e Who runs the services?

Types of Actors A XtreemOS system consists of: VOs, system services, and
resource nodes. Subsequently, three actors are involved in managing a XtreemOS
system: resource owners, system administrators, and VO owners. In addition, we
have users who interact with the XtreemOS system by using services from the
system. Here is a brief summary of the type of actors that a XtreemOS system
involves:

e users, including software (i.e. other systems) and humans, who interact
with a XtreemOS system by receiving services from the system. When
a user is a software system, the user interacts with the XtreemOS system
through Application Programming Interfaces (APIs). When a user is a hu-
man being, s/he interacts with the XtreemOS system through interactive
interfaces, such as web interfaces.
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e VO owners typically are humans, but can also be software programs, who

create, manage and terminate a VO. The creator of a VO becomes the owner
of the VO. A VO owner can also grant its ownership privileges to others.
So, there can be more than one owner of a VO.

resource administrators (resource admins), either a system administrator
from a participating organization (managing a group of machines from that
organization) or an individual (managing his/her own machine). There can
be more than one resource administrator from an administrative domain.
This actor manages resource provision to the system, for example, by setting
resource usage policies with respect to each VO it participates in.

system administrators (system admins), a group of individuals who gov-
ern the global operations of the entire XtreemOS system by operating Grid-
wide system services for the system. There can be more than one system
administrators in a system: they manage the system collectively. However,
it should be emphasised that it is resource administrators who have the final
say on the resource provision of their machines.

Responsibilities of the Actors

Users A VO user has the following responsibilities:

1.

2.

configure his/her machine to allow interactions with XtreemOS Grid-wide
system services.
register with the system as a user: this also includes registration with VOs.

VO Owners A VO owner is responsible for the following tasks:

1.
2.

create a VO

determine what attributes (e.g. role and group) are supported in the VO, and
later, if necessary, modify these attributes

register a user into the VO and assign appropriate attributes accordingly
upon the request from the user

modify (add, change) the attributes (e.g. role) of users, when needed.
register/remove resources upon the request from a resource administrator of
a participating organization

remove users and resources from a VO

specify and managing (add, remove, change) VO policies to govern coordi-
nated use of resources among users

. report VO-wide resource usage
. terminate the VO
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Resource Administrators The responsibilities of a resource administrator
are as follows:

1. obtain a specification of the resource (physical and abstract resources) pro-
vision

2. decide to which VOs this resource is (or is not) being contributed

3. register/de-register with the VO owner (or its delegates) with the specifica-
tion

4. specify node policies

5. configure nodes according to the instructions from VO owners

System Administrators A system administrator has the following respon-
sibilities:

1. configure and run Grid-wide system services, including setting up policies
and certificates for these services.

Who creates the identities and identifiers? We have discussed the format and
requirements of identities and attributes (except the VO attributes: groups, roles,
and capabilities, they have to be set by VO owners.) It should be pointed out
that it is not the actors described above, but the XtreemOS Grid-wide system
services (software programs), who are responsible for creating the identities and
attributes. These programs implement the guidelines described in Section [2.4] to
set the values.

2.1.4 Usage Scopes

Identifiers and attributes for global entities can be used within different scopes. In
XtreemOS, there are four usage scopes where identifiers and attributes of global
entities can be used (processed by XtreemOS node services). They are:

e node scope: only use within a standalone XtreemOS Linux box
e VO scope: only use within all the nodes belonging to a VO

e system (global) scope: use throughout an XtreemOS system

e XtreemFS scope: only use within XtreemFS

These scopes are only valid within the defined context. The identifiers and
attributes become meaningless when the context is changed. For example, even if
two VOs, VO; and V O, both have the concept of groups, the groups in VO, are
invalid in V' Oy, and vice versa. Table |l| summarises the relationship between the
attributes and usage scopes.

19



Attribute

Created by(when)

Processed by
what services

Validity

GVID

a  Grid-wide  system
service called XVOMS
(when a VO is created)

node

VO

GUID

a  Grid-wide  system
service called XVOMS
(when a user is success-
fully registered with the
system)

XtreemFS, node

system

GGID

a  Grid-wide  system
service called XVOMS
(when a global group is
successfully created in the
system)

XtreemFS

system

Group(s) in a VO

VO owner (when a VO is
created or modified)

node+VO

VO

Role in a group of a VO

VO owner (when a VO is
created or modified)

node+VO

VO

Capability in a VO

VO owner (when a VO is
created or modified)

node+VO

VO

GNID

a Grid-wide system ser-
vice called RCA (when a
resource node is success-
fully registered in the sys-
tem)

node

system

Service

resource admin (when a
service is added to a re-
source node)

node

system

Table 1: Usage Scopes of the Attributes
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A user and a node can be associated with more than one VO. When more than
one GVIDs are associated with a user or a node, the first of such is the primary
GVID and the subsequent ones are the secondary GVIDs. Similarly, a user can
associate with multiple GGIDs. The first GGID is the primary GGID, and the
subsequent ones will be treated as secondary GGIDs.

2.2 VO Management

XtreemOS is not a conventional distributed operating system. It emphasis on the
support of large-scale dynamic collaboration and coordination among heteroge-
nous resource providers who are not subject to centralized administrative control.
One key concept underpinning such systems is referred as Virtual Organization
(VO) 7] in the Grid community. Let us first look at what is a XtreemOS system,
then proceed to describe the VOs that are building in the system.

2.2.1 A XtreemOS System

A XtreemOS system is an entity that consists of three parts: a set of machines
from one or more participants (e.g. individuals and/or physical organizations)
offering resources through a set of foundation-level node services (abbr. node ser-
vices), a set of Grid-wide system services (abbr. system services), and a set of
VOs to support cross-machine resource sharing and logical isolation of resource
usage within the system. Typically, neither the particpants nor the resources they
managed are subject to centralized administrative control. The resources include
computation and storage resources, software services, and data. The system ser-
vices and node services coordinate the machines to make them appear like a single
machine. The VOs consist a subset (or a complete set) of the machines in the sys-
tem to facilitate resource sharing among the participants. Figure [2] illustrates a
XtreemOS system, which consists of three parts: VOs, system services, and ma-
chines.

A user of a XtreemOS system is defined as another system, including humans
or separated autonomous software systems that interacts with the current system
through a set of well-defined inferfaces. If a user is a human, the interface is a
human-computer interface, such as a GUL. If not, the interface is a set of Applica-
tion Programming Interfaces (APIs) allowing programs from the other system to
use the resources within the XtreemOS system.

As illustrated in the figure, the machines, system services, and VOs are man-
aged by different people from different administrative domains: the machines are
owned by resource owners and managed by resource administrators, the system
services are administered by system administrators, and the VOs are owned and
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managed by VO owners. There is no central management authority to govern the
operation of the entire system.

The VOs can overlap with each other. In the illustration, three VOs, VO,,
V Oy, VO, share the physical infrastructure via the system. All three VOs share
machine C; VO, and VO, share machine C; VO, and VO, share machines C,
D, and E; VO, and VO, share machines A and C'. Because of the infrastructure
are managed by two distinct administrative domains, V'O, and VO, are actually
sharing the resources across the domains seamlessly via the XtreemOS system.

2.2.2 VOs in XtreemOS

A Virtual Organization (VO) is typically a temporary or permanent coalition
of geographically dispersed and autonomously governed (independent) partici-
pants, including individuals and/or organizations, who agree to share resources
so that users can consume the resources in the system to fulfill their tasks (e.g.
running jobs, sharing applications, accessing data).

VOs’s Properties VOs are typically characterized by the following properties:

1. the resources are geographically distributed,

2. the resources are autonomously governed by the participants themselves;
3. the lifetime of the collaborations can be short-termed or long-term; and
4. the coalition among participants the can be static or dynamic.

Without these characteristics, we can use conventional solutions from decades
of distributed systems research to address the resource sharing and collaboration
problem. So, let us briefly elaborate what these properties imply in the design of
our VO approach.

Property 1) means that when running a VO-based system (such as XtreemOS),
one has to take firewall issues into account because the resources do not normally
reside in a single administrative domains. From a practical point of view, conven-
tional network protocols, such as TCP/IP, may not be the best protocol for such a
large scale distributed system because non-conventional ports need to be opened
on organizational firewalls to allow traffic rather than TCP/IP.

Conventional distributed systems are generally under a single administration.
But, a VO-based distributed system aggregates resources from independent and
autonomous participants, among which, there may not be any administrative re-
lationship in existence. Therefore, when designing a XtreemOS system, it is im-
portant to accommodate the flexibility of allowing participants to choose to whom
they would like to share their resources and how. Consequently, forcing all the
participants to trust a single centralized authority to manage the entire system not
only does not scale but could also creates a single point of failure in the system.
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For the short-term VOs mentioned in Property 3), it is mandatory that they can
be managed and operated by the system to the same flexibility as the long-term
ones. However, the challenge here is that a scalable approach has to be adopted to
allow the system to accommodate such VOs because of their short lifetime.

Now, let us discuss Property 4). A static coalition means that, through the
lifetime of a VO, the membership of participants are fixed, or type, quality, and/or
quantity of the resources offered by the participants are fixed, or both. A dy-
namic coalition is the opposition of a static coalition, meaning that, through th