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Executive Summary

XtreemOS aims atativelyembedding gricomputingfunctionalities into the Linux operatirgystem,
in order to harness the heterogeneous atimg resources available toddypm clusters to mobile
devices. XtreemOMD is the result of the efforts iadding thes@ativegrid functionalities to mobile

devices.

The previous documerD2.3.5) has defined the vision for trelvanced versionf XtreemOSMD,
extending hardware support to more limitawbile devices and including also advanced optional

functionalities not present in tlmeobile devicebasic version.

In the present document, we first anayz detailthe Linux-based mobile phonmaiket, in terms of
evaluation of relevardndsuitable platforms for XtreemGED. This evaluation is carried out by first
presenting general evaluation guidelines and considerations in order to establish our rationale
appropriately and alwayby following XtreemOS main principles and objectiv8hen, a set of
evaluation criteria, involvig technical and netechnical aspectss presentedAfter that, the selected
suitable platforms are evaluated accordingly, finishing with a séhalf conclusions that i drive

the design and implementation process.

After the state of the art evaluatiothe document foces on the XtreemOS/D advanced version
architecture and design for the fulfillment of the requirements and specifications identified in D2.3.5,
including the following group of features: VO management and security, resource sharing,-context

awareness and installation, configuration and additional enhancements.

For each group of features, the document includes a speleéffter provithg the details albut the

new features to be included in the advanced versemeral possible scenarios and the design
procedures that will profile the Xtreem@#D-F layer implementation process. Specific interest has
beenput on the possible resource sharing featureghia mobile device, in the context of native
support in Linuxbase mobile devicesSeveraloptionsfor resource sharing in mobile device are
proposed, including data sharing, input/output device sharingnatvdork access sharingnd the
required advanced features and modifications highlighted. Moreover, additional security

considerationsspecific for resource sharing in the mobile deyvare discussed

In addition, contexawareness features and its applicability to mobile devicerflare covered. Those
contextawareness APIs will be used by uppelager services and applications. Finaltyis explored
several important installation and configuration features, mainly focused on the necessity of providing

a successful user experggfor mobile devicenative Grid services
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1 Introduction

Previous documents in this work package hdefined(D2.3.2, sedl]), designed(D2.3.3, sed2])
and implemented (D2.3.4, se€3]) the XtreemOSMD basic version and also have anatyzhe
requirements and spéications for an advanced version of XtreemM® (D2.3.5, see[4]),
including new functionalitiesral also extending hardware supportobile phonesln this document
we are designing the advanced version of XtreerMDSto fulfill the requirements previously
defined in D2.3.94].

1.1 Advanced XtreemOSMD for mobile phones

One of the most importarfeaturesof the advanced version of Xtreem®® is the support for
mobile phoneswhile the basiXtreemOSMD version was designed to be executed on more powerful
platforms, like PDA ones. Nevertheleshe mobile device market is changing and evolving very
quickly, and there is a clear tendency from mobile operators to offer more advanced mobile terminals
with the main goal of capturing new customers, usually bundling the mobile device with some data or
voice subscription. In fact, the traditional hardware and software diierences betweefeature
phones,smartphonesind PDAsare progressively disappeag, and the concept of smartphones is
becoming thenatural evolution of PDAswhen adding common mobile phone featurdot
surprisingly, onsumer and media oriented smartphones are takingetiter stage in carrier portfolio
selection and subsidllocation.

However,the mobile phonemarketfor Linux is quite fragmente&nd the differenimobile Linux
platforms are noalwayscompatible between therklence we have carefullyanalyzedthe available
platforms and terminals, in order to prioritize fatforms in whichXtreemOSMD advanced version
should be implemented®f course, we targeatur analysis in Linuxbased terminals and we exclude
othermobile phonedSs, such as Windowgobile or other proprietary OS&llowing XtreemOSgoal

of fiBuild and Promat a Linux -basedOperating System to Supporirtual Organizations for Next
Generation Grids .

The platform and terminatandidatesve haveanalyzedin this deliverableare terminals based on
OpenMoko platform,Nokia Maemo5, Android and LMo platforms the ones that we initially
considerthe mostppropriatepotentialtargetfor XtreemOSMD advanced version

1.2 Document structure
The document structure is as follows:
e Chapter performs astate of the arnalyss of Linux-based mobile platforms. Thésmalysiss

performed to obtain useful conclusions and considemtibat should guide the rest of the
designprocess.

e Chapter 3 coverthe architecture of XtreemGED advanced version, includingpecific
designfor some of theanalyzedlatforms.

e Chapterd is focused on the new functionalities related to VO supguudt securitythosethat
arepreciselysomeof thekey core functionalities of XtreemQBID F-layer.

o Chapter5 goes into the design of resource shafimgmobile devicetaking into accounthe
special characteristics of MDs in comparisaith other flavors.

XtreemOS - Integrated Project 8/43
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e Chapter 6is dedicated to contexwareness APIlshat will be offered to other layers and
applications to expose the contewtare informatiorof the mobile device.

e Chapter7 gives the design for neimstallation, configuration anddditional enhancements
that were previously identifieith the requirements for the advanced version

e Finally, Chapter 8 is oufuture work chaptethat exposes theext seps toimplementthe
XtreemOSMD-F layeradvanced versiowithin the context of the project.

XtreemOS - Integrated Project 9/43
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2 Linux-based mobil e phoanelis st ate of

2.1 Analysisguidelines and considerations

For XtreemOSMD basic version, the selectéthux distributions weréAngstrom and Maemo, really
suitable for PDA and MIDs. Nevertheless, Xtreem@G8D advanced version must be available also
for mobile phones.

Our interest on mobile phones is nohly related to themobile devicevoice and messaging
capabilities or to the mobile access to data networks (2G/3G and beyobhdj also to the
dissemination possibilitiesf XtreemOS as whole XtreemOSMD softwaremay beprovided toan
increasing number of Linuxbased mobile devices that atesually distributed through mobile
ope r a tsalechadnels or sometimes directly to the customer and free of any operator contract
agreementdn fact, all the major mobile operataggically offer subsidized mobile device terminals,
which benefits final customers as they may purchase biglity devices(feature phones and
smarphones)and also the operatolscause thejrave mechanism to retain their customersr to
capture new onesXtreemOSMD is also begfited from thatmodelbecause morasers will be able

to obtain access toLinux-based mobile terminals with the minimum hardware and software
characteristicsequiredto fully exploit XtreemOSapabilitiesas a whole.

Once focused on Linukased mobile terminals, there are several considerations that should be taken
into account:

Platform fragmentation
Linux-based mobile phonmarket is very fragmented in platforms that are incompatibdleng
them. For instance, insome Linuxbased platformdike Google Android and Palm Préne
applications that useese allowed tanstall are notinux native applicationsand developers have
to program their applications using HTMlalvascriptiavalanguagesand platformdependent
SDKs

Native applications
In the Linux arena there are thousands of open sdiCe+ native applications for PC thanay
be easily ported to Linuxbased mobile devices without having to rewrite all the cttimy of
thesenativeappl i cati ons may require access to mobile
receivers, accelerometers, camera, voice, modem, eimdtive code application, accessing these
peripherals is done by using standard input/output libraries and APIs of the operating system itself,
which allows for better conttaf the device code optimization, application response time, and
finally bette user experience, a key factor to succeedtla very dynamicmobile device
marketplace.

Application model
A Web applications model is not always the best solution, in particular for {oased devices,
because porting every single wkilown native aplication to a Web applicatiowill require a
significant effort. Moreover, in many caseasaccessing local peripherals is very limited in the
Web apps model, not to say accessing to basic operating system services, the adaptation of the
native applicabn will require modification of system stackshich may beout of the public
specification, and consequently could be different for @achile device or version.

XtreemOS - Integrated Project 10/43
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Not surprisingly, major playerswho follow the Wep app model approach, sometimes called
nwWbOSo0, know quite well this type of 1issues an
d e v i perplesaldrom within the Web appFor instance, Google Geagsftware is a plugn

component for Web Browsers. iicludesa gec-location APIthat provides an estimaté user's

position usingeither onboard GPS or other meanst(ork location providei). Google Gears is

included in Google Chrome browser (for PC) and also in Google Android OS for Android
mobiles. Yet another contendae should mention isSoogle Chrome OS, that was announced

July 09asan operating systefor netbooks (Intel x86 an ARM architectures) boot for mobile

phones. According to Google his new OSor netbookds expected to be availabier consumers

in the second half of 2010 and it és promising AnAtApatfromettat as a
news, we know nothing more abouettechnical details of thisewOS, as they are not published

at the moment of writing this deliverable.

However, not all mobile OS vendors areldaling the WebOSapproach. A clear example is

Apple, that provides a developer platform SDK in native co@bjéctiveC), for his famous

iPhondiPod proprietary OSAccor di ng theoPhoAg pOKeprovidés the tools and
resources needed to create nativi Phone applications that appeart
screen. Unlike a web application, which runs in Safari, a native application runs directly as a
standalone executable on an iPhonel B&sed device. Native applications have access to all the

feaures that make the iPhone and iPod touch interesting, such as the accelerometers, location
service, and MultiTouch interface. They can also save data to the local file system and even
communicate with other installed applications through custom URL sdtem T hi s nati v
application model for the Appleds i Phone and
mo d e | based on an online service (fAAppStoreod)
applications, demonstrate that there is a large devebper community that still prefers

developing their own apps directly over the devicaative OS. However, iPhone OS is closed

and proprietary and it still has important limitations, in particukser applications cannot be run

in the background. In factPhone OS does not allow the user to run or install daemon services. In

the | ast publ i shed released of i Phone OS (i Ph
not i fi c at[3] asma&ortefenechanisneto alleviatestiisue Thislocal service listens to

push messages originattdm a remote a web server. Push messages contain a data payload and
destination application. Upon receiving the pu
charge of managinghé dataUs er 0 s ameqd$td be alteady installed in the device and

push notification providers must route their data through AppiatewaysHence, the issue of

running applications in the background is still not clearly solved and thus i$ lihet scope of
applications and services for the iPhone smartphone.

Native support
We should also consider t hat t he pToidesign,y obj e

implement and evaluate a Grid operating system in open sourcengtitle supportfor Virtual
Organizations (VQ) , thia & also an inherited objective for the Mobile Device flavor.
XtreemOS and XtreemOBD f o u n d a t i neaim compoypeats atanux native because that
provides a seamless integration with Linux OS.

Hence,a major consideration is that XtreemOSMD advanced version still requires that

native support. Moreover,XtreemOSMD reference applicationdMA, JobMA, etc) and many

other open source already available Linux applications will take benefit of XtreemOSeservic

(VO, XtreemFS, AEM, security) by following the XtreemOS appro&ute of the most important
benefits is that developers wonot need to rewr
provided by XtreemOS, and sometimes, without the need of gulicafion modificationat all

XtreemOS - Integrated Project 11/43
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This direct approach not only impacts on creating a developer community around XtreemOS, but
also inimprovingthe time to market for those mobile device vendors or operators willing to offer
to their customers a real accés$srid services.

Security model
Anothertopic we shall mentions thea p p | | csacurityomodelb Many Linux-based mobile

plattormshave @ a p p | isecarity imodelsth@at is not compatible wikireemOSsecurity

model In particular,there are casewhere the applications are completely isolated, not having
access to the operating systéiself or even to the file system. In those cases some kind of
fgat ewayo module would be needed to access t
partially removing the advantages that XtreemOS integration would offer.

Software installation
In addition,somemobile device Linuxbaseddistributions prevent users from installisgftware
components when the installation process requires gaining root accéss @S. Installing
XtreemOSMD modules requires root privileges, thus in those platforms it isaudbdt mobile
device manufacturer, OS manufacturer or mobile operator authorizes its inclusion in their base
distribution. From a technical point of viethat is not &lockingissue, because Xtreem®4D
is designed as a set of standard Lima@sed components, providing modularity and easy
integration with Linux base devices. Of course,a production scenario, the mobile device
venda is in charge of theinclusion and adequate integration of XtreemOSVID components

Mobile Internet
Another consideration has to do with Mobile Internet marldtich is currently under rapid
expansion. Mobile operators are highly interested in selling feature phones anpghenest
because these terminals give access not ortlyeiovoice services but also to their data services.
Although some operators include P@An 'y devices in their Mobile |
is much more common to find feature phones andrtpimones as the preferred devices for voice
and data access. However, many operators are offeringnd@@&ms pluggable to netbooks or
laptops. In fact, some new netbooks are already equipped with an onboard SIM carglusader
3.5G hardwareAfter sales 613 million netbooksin 2008, this portable misC is emerging as
the mobile Internet device of choice for masarket customer§ome market researchdosecast
that in 2014 more than half of all netbooks will be sold by operabansdled with a mobile
internet service Although laptop market is almost monopolized by Microsoft Windows, OS
netbooks market is a good candidate for Lindxs quite commorthat netbooks are sold with a
preinstalled Linux, usually a customized version of a standandix distribution. As a
consequencewe believe thatlinux OS is well positioned for the emerging smartphone and
netbook market, anthat XtreemOSMD advanced version design should be done considering this
fact. Thus,another consideration is thatthe easy porting of XtreemOSMD from mobile
devices to netbooks is atrongly desirable feature

Dissemination
An additionalconsideration iselated tathe dissemination of Xtreem@@D. In order to promote
XtreemOSMD, the existence of a develogefcommunity around XteemOSMD is very
important This way, XtreemOSwill be betterknown by interested Linux developers and thus this
community would push the adoption of Xtreem@®I® into the Linuxbased mobile device
market. The existence of this developer community shoeld good reason why mobile device
manufactures and operators would adopt XtreerMDBas an available platform preinstalled on
their devices.On top of XtreemOSMD ready mobile devices, developers would be

XtreemOS - Integrated Project 12/43
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encouraged to create new applications with embedde&drid support, and this model should
be useful to create an XtreemOS fAimar ket placebod

Market trends
It only remains to addomefinal consideratiosaabout the trenslof the mobile device market and
their impact in XtreemO$1D.

In the past, the smartphaeere defined as mobile devices that provided the stanekinaté<of

mobile phones (voice communications and messaging), as well as personal information
management (PIMapplicationsand wireless communications capabilit{#giFi, Bluetooth) On

the otter hand,PDAs provided more hardware resources (CPU and memory) but a minor set of
hardware peripherals (camera, GPS, 3G modem, accelerometers)

Nowadays the previous differences between PDAs and smartphones are smoothly disappearing
and basically follving a convergence patS8ome good examples this convergereare the new
generation omartphoned~or instance, the new Palm Pre hardware is more advanced than Nokia
N8x0 seriesand alsoNokia hasrecently announced the new Nokid900 smartphoneg[6],
equippedwith a more powerfuhardwareplatform and of course inclimy a complete set of
hardware peripherals (camera, GPS,.3G)

Moreover, attending teales reportf7] that show the smartphonesgolution (+30% market share
in 2009 and the expest dpinion about future trends in the mobile device woree may deduce
that the smaphones, more than any other degjosill be able to take advantage of these trends
and thg will become thenaturalevolution of mobile phones

In conclusion, themobile phonemarketis quickly convergingto an all-in-one mobile device
henceXtreemOS-MD should be focused on a uniqueand common version. Of course this
versionmay be modified or adaptedo support spcific casedike several ranges of smartphones
andnetbooks.

2.2 Analysis aiteria

As commented in the introduction sectidine Linuxbased mobile devicmarket is very fragmented

in platforms that arsometimesncompatible among thenin order to cope Wth this fragmentation

issue, our strategis to analyze suitable mobile device platforms, based on a set of evaluation

criteria. This process of analysisill guide our @sign in such a way thatshouldbe feasibleor even
immediateto port between thaes platforms that reasonably follow the selected critefiaus, by
performing this analysiswe are ersuring that XtreemOS-MD advanced version will be available

for di ssemination to the deyveleverpg:g teebadoptomahuni t y
XtreemOS-MD to more OS and device manufacturers, with are the key players for a success

story of XtreemOS as a whole.

In order toproceed with this analysisve have defined some criteria that will allow us to compare the
different possibilities, quantifyinghisome mannethe strengths and weakness of each Uve also
distinguish between technical and Amchnical criteria.

! As said byJuergen Stark, corporate VP and general manager of Motorola's Mobile Dé&vioes
are three key trends that will cauadundamental change in the role and nature of smartphones over
the next few years: broadband everywhere, digiti
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2.2.1 Technicalcriteria
2.2.1.1 Terminal availability

It's important that XtreemQBID may be tested in real deviceBerminal availability impliestwo
conditions:

1. Availability of developer terminal Even f final users(i.e. nordevelopers)may be not
allowed toinstall XtreemOSMD in their devicesit's highly recommendethat at least any
developer can buy an unlocked phdne. developer termal) at a reasonable pricenstall
XtreemOSMD and develop their own Gridnabled applicationsThe success of our
dissemination heavily depends gairning a developers communigndthis is one of the main
advantages of public projects with open sourcenges.

2. Continuity and availability of commercial terminalk:e r mi n a | model sé6 | ifet]i
very short and it could be the case that a popular model during the design phase is finally
discontinued and not available the end userat the end ofhe project (at software release
time). That shows clearly the importance of not developing code much dependant of a specific
model, to allow its reutilization.

2.2.1.2 Native applicationsupport

Some smartphone platforms are based on Linux, but Linux igvigibled to the applications. Indeed
these platformsould migrate inthe future to other operative system without breaking its public API.
These platforms (e.g. AndroidWebOS) support applications written in languages as subsets of Java
or Javascript, ahare more intended to run RIRIiEh Internet Applications That is, these platforms

are notactually intended to suppomxisting Linux applications, but tdevelop new ones based on
vendor specific APIsIf the platform does not allow running native &pations, our reference
applicationswill not be ablerun in the smartphondhis issueis especially important for our instant
messagingeferenceapplication(IMA), which serves agood example of how a traditional Linux
application can beasilyextenagdwith XtreemOSMD.

Moreover, thousands of open source applications already available in the Linux world will not be able
to be executed or even ported to the XtreeaMIB smartphone. As we have already stated before
XtreemOSMD requires native suppoand also native support for applications is needed if we really
want to disseminate Xtreem@dD. Having native applications support gives developers the
opportunity to easy porting existing native applications or developing new ones, and directly use the
grid services provided by XtreemOS.

2.2.1.3 Security model compatibility with XtreemOS

Some Linux-based mobile phonglatforms allow native applications, but their security model

prevents applications to access disk, or run each application with a differefit Bi®Band b o.x model
This sandbox modak notoptimal for XtreemOS VO support, as if a user invokes two XtreemOS
applications using the same credentials, these applications must share the access to XtigemFS,

should be mounted several times, once &wheUID. This is significantly more problematic thinking

on mobile devices because of their limitations.

Sandboxing model also conflicts with SSO philosophy of XtreefMDS The use of a different

certificate with each application is not udgendly andi t 6 s not aligned with th
XtreemOSMD. It also introduces further problems: e.g. smartphone users cannot use JobMA
application to monitojobs because eaghb wouldrun with a different identity.
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Avoiding sandboxing foiXtreemOSMD applications, ongossible solution wuld consist in running

signed XtreemQOS aware applications with a different security modeltitieegeneric applicatiorés
security model . Of cour se, this type of eodi fi c:
and probably on their marketing model, so it should be allowed and developed by the OS vendor.

2.2.1.4 Integration isk

Mobi |l e devi c eliasgingyuickly ahdbthera ss nat a favorite platform. Probalohpst of
the platforms will evolve quickly ad suffersignificantchanges to become mam@bust, provide more
features and perhaps ensaoepatiblebetween them.

XtreemOSMD is implemented at base operative system, not using aléngh API. This is good to
be adopted for other platforms thinkiirgits neutrality, buthere are integration risks becausaild

base systems are evolving quickly and manufactwesa could replace its own base systeithout

modifying the r publ i c a plpdrdercta succesafdly deplol XtreemOS in aeeskld

platform, it is important to keep a low integration risk.

2.2.1.5 Users may install XtreemOS

To achieve maximum dissemination,stnecessary thdinal usersare allowed tdnstall XtreemOS

MD modules as any other application software at least in theshortterm. This is the case with the

basic version for PDAs and MIDs, but unfortunately, this isahefyspossible irmany mobilephone

platforms which are locked bydefault evenwhen the platform isan noun copafd absy fit hei r
vendot

2.2.1.6 Developmentoolsavailability

One of themost important criteria to decide the platforrfollowing the premisefito achieve a
community around the project and maximum dissemination for Xtre@mi®eset oftools offeed
by each platform to facilitate the developnt work.

The platforms offer tools for developers such as:

¢ Emulator It allows developers to test and debug quickly the applications in different version
of platforms, applicationsnodules etc.,without a real installation in a terminal.

e Plugins Speci fi ¢ p | u g integsated developmdhiEendronrerihat easethe
applicationsdevelopmentor modifications automating common tasks (compilations, tests,
debuggingetc.)

e Documentation A platform should offer a lot of detailed information abdts architecture
technical characteristics, how it works and several guidelines for developers.

o Developers ommunity A platform should havea large and active developers community
powered by technical webs, IRC channels, wikt., where the techoal information are
present as well as doubts and errors resolution and new ideas and implemefdatibas
platform.

In short, it is necessary to study taeailability of development tools of each platfaraking into
accounthat these tools allowsuto facilitate the integration and minimize the learning curve.

2.2.2 Non-technical criteria
2.2.2.1 Platform openness
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This is a general requirement of XtreemOS project and it remarks the importance of achieving a
community around the project. This requirement does imply that XtreemO3/1D will not be
available in closed platforms, as Xtreem®I® open source license allows it. Owners of closed
platforms may use the reference implementation of XtreefDSand port it to their platforms.

2.2.2.2 Expected future dheplatform

This criterbnis about the probability that mobile operators will $étilux-based mobile phondmsed
on the evaluated platfornh. t Gssategic, long term criteriohor pr oj ect di sseminat.
may install Xt e e mOSo i s wwrioshort term cri

The implemenation of XtreemOSMD over a distribution already adopted by mobile operators or
manufactures is useful to achieve early XtreeaMI3 integration buft could also be a weakness for
mobile operators or manufactusehat hae adopted alifferent platform.

Some distributions are currently oriented only to developers and enthusiastic users. Of esarse th
platforms are wae evaluated under this criteritmat platforms that has gained the interest of mobile
operators and manufactuse But thinking in thefi n e u t ofdhloseliase distributionnot directly
adopted by most manufactuseor mobile operatorbut with a code base that may be ported and
reused easily to any other platfgrincould even become an advantége an rample,same software

is published for Debian instead of Red Hat or Novell for this rdason

2.3 Detailed analysis

2.3.1 Platforms summary

This section presents a summary of platforms that withiedyzed The platforms analyzed in detail
are OpenMokoNokia Maemo 5, Adroid and LiMo.

2.3.1.1 Openmoko

OpenMoko([7] is a project dedicated to deliverobile phones with an open source software stack
Openmoko uses a Linux core, with a graphical user environment built with the server X.Org,
GTK+/Qt todkits and windows management. It is based in @mnEmbeddeffamework and the
opgk package systemDpenMoko wasannouncedn 2006 by First International Compute(FIC),

their foundersThere are two main phones, the first one was the Neo 1973 (GT#019llowed by

the current model, Neo FreeRunner (GTA[Z)], that is available for any user or developer.

2.3.1.2 Nokia Maemd®

Maemo[11] is the Linux platform launchely Nokia for Mobile Internet Devices (MID). Nokia MID
hardware is very similar to most modern smartphoiiég next generation of Nokia devices for
Maemo will include support for 3G data and voice, thus bringing to the market the first Nokia
smartphone basechdviaemo. This new smartphoméll be governed by a new software releasf
Maemqg Maemo 5 (codename Fremantle). This software will be different from Maemo 4, the software
already supported by Xtreem@#D basic version. Indeed, Maemo 5 vibbe avdable for Nokia

N8x0 terminalsjustfor the new Maemo smartphone.

2.3.1.3 Android

Android is an operating system for mobile devices based on the Linux kernel. It was initially
developed by Google and later adopted byQpen Handset Allianc@HA), a consortium formelby
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48 hardware, software and telecommunications companies, to promote open standards for mobile

devices.

Android allows developers to write code thanksD@lvik (a Javdike programming language) and
control devices through libraries. Dalvik virtual ahéne is optimized for mobile devices. Android
includes an integrated browser, basedVéebKit the open source engine. It also provides a touch

screen, optimized graphics with a 2D graphics library, 3D graphics based on OpenGL ES 1.0
specification and SQte for structured data storage. Android supports various media formats for

audio, video and image, such as MPEG4, H.264, MP3, JPG, PNG, etc., and it provides some
hardwaredependent features, such as GSM Telephony, Bluetooth, EDGE, 3G, WiFi, Camera, GPS,
compass, and accelerometer.

Android's architecture is formed by:
e Applications: including an email client, calendar, maps, contacts, Etery applicationis
developed unddpalvik programming language.

e Application frameworks: developers have full accegsthe same framework APIs used by

applications base. The architecture is designed to simplify the reuse of components and any
application can publish its capabilities and any other application can then use these

capabilities.

e Libraries: a set of librarie€/C++ used by several components of the Android system. These
capabilities are exposed to developers through the Android application frameworks.

e Android runtime : every Android application runs its own process, with its own instance of
the Dalvik virtual nachine, which has been written to run multiple virtual machines in an

efficient manner. Virtual machine is based on registers, and runs classes compiled by the Java
compiler that have been transformed to .dex format. Those .dex files are executed by Dalvik
and are optimized for minimum memory.
e Linux kernel: acts as an abstraction layer between the hardware and the rest of the software
stack. Android relies on a Linux version 2.6 for the basic system services such as security,
memory management, process njpeame nt , net wor k st ack

2.3.1.4 LiMo

and

The LiMo (Linux Mobile) Foundationis an industry consortium aimind.2] fito create an open,
Linux-based software platform for use by the whole global industry to produce rdebites through
a balanced and transparent contribution process enabling a rich ecosystem of differentiated products,
applications, and services from device manufacturers, operators, ISVs and inteddatiorerable

D2.3.3 includes an indepth descriptio of this organizatiop. LiMo has completed two release

specifications, the last one (R2) was announced on Jurfc08rding to LiMoFoundation,LiMo R2
compliantcommercial handsetgill be available starting Q4 2009.

2.3.2 Platforms detailed analysis

2.3.2.1 Opennoko evaluation

OpenMoko
Criterion Discussion Result
Terminal availability | FreeRunner, the current OpenMoko terminal, is avall Fair
and it is fully unlocked. There is no distinction
OpenMoko bet ween ismart
fismart phone s©or T ev eanoal pye
FreeRunner terminal may become a bit obsolete in se
XtreemOS - Integrated Project 17/43

dri v



IST-033576

months compared with more modern devices, and
future plans to launch a new terminal have b
suspended.

Native applications | OpenMoko applications are standdtohux applications. Yes
Applications available in Angstrom distribution can alsg
compiled to run in OpenMoko.

Security model OpenMoko platform does not implement sandboxing Yes

compatiblity allows installation and running of applications under
sameconditions than a classic PDA or a desktop Linux.

Integration risk The main risk for successfully deployment XtreerkaB Medium

in OpenMoko platform comes from the quick and d
software changes between different versions of
platform (e.g. from OM20070 OM2008 platform move
from Gnome Mobile to Qt). Last version (2009) is a b
version under development.

Users may install OpenMoko was born to allow users to have full contro Yes
XO0S the terminal, and so users are allowed to install

software.
Platform openness OpenMoko is an open source project. Any developer Yes

contribute code to project and any manufacturer
operator is authorized to use the software freely.

Expected future of thg It's not probable that the full g@nMoko platformwill be Reference
platform adopted directly by any mobile operator, but it's m implementation
probable that the most successful code showed  Platform
OpenMoko will be mergedn other mobile platforms
OperMoko is interesting as a neutral, referer
implementation, with code #h may be ported easily to ai
device because is based inOpenEmbedded
OpenEmbeddeds a project with
quite similar to Debian in Linux world.

Development tools Openmoko offers a multilingual wik[13] where it is Medium
describé how to staranOpenmoko development plamd
development environment options: Toolchain [14] to
develop a single applicationand OpenEmbedded15]
which builds its own cross compiléar System Integratiof
and customizing a distributionThere is not a practica
emulator for Openmoko terminalBven ifit is possible tg
run Opa&moko as a QEMU image, the result is no
satisfactory Most Linux libraries are ported to Openmol
platform and they are available in the repositorigs
addition, this platform allows building easily other native
code with a cross compiler

2.3.2.2 Android evaluation

Android

Criterion Discussion Result

Terminal aailability There are several Andrelohsed commercial smarphoney  Fair
already in the market. Commercial Android terminals,
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those distributed by mobile device vendors are operators
locked, and users are only allowed to install applications
not to nodify the firmware.

There is a special Android smartphone for develo
available from Google, the ADP1 (according to Goo
flAndroid Dev Phone 1 devices amt intended for non
developer endiser® [16]). However, ADP1 disibution is
limited, it can only be purchased by previously paying a
not related to the terminal itself, and it is not alwg
immediate to obtain the terminallhat issue limits the
terminal availability for developers.

Native applications
suppat

Android SDK does not support native applications. Andr
third party applicationsdeveloped with Android SDKare
signed packages, compiled with bytecode to run in Dg
VM. After releasing the Android SDK, Google released
Android NDK (Native DevaperS Kit) in June 2009
According t o Googl e: i Thg¢
implement parts of their applications using natege
languages such as C and C++. This can provide benef
certain classes of applications, in the form of reuse of exis
code and in some cases in
good news for the Linux community it is still too early
know whether Android NDK will provide a path to native
support XtreemOS applications or not. At least, convertir
native application toAndroid using the NDK will requirg
breaking the application in three elements: a library t
provides the main application functionality, a JNI interf;
that givesaccesgo the library methodand a Dalvik progran
that acts as a launchef the appliciion. Given that Android
does not support XVindows serverin many casethe Dalvik
program should be also in charge of the application, @tlis
adding extra effort in porting the application. We should
here conservative and we evaluate native apjgicasupport
in Android as partial.

Partial

Security model
compatibility

Androi dos third par t ased on
Android SDK run each one with a different UID. On
applications signed with the same certificate can run with
same UID aseferred in[18].

No

Integration risk

XtreemOS integration on Android requires important
modificatiors of the base systentThese modifications have
be designedin such a way that the applicati@PI is not
broken or moilied. Taking into account thaAndroid OS
implements less features than ordinary Linux systems
example,libc library may cause compatibility problemsye
may concludehat the integration risk is high

High

Users may install XOS

Regular users areohallowed to install software that requir
root privileges to run (Google considers that users mus
gain root privileges, but the first update to G1 phones wg
remove a method that allowed to open a root 4iél, bu

XtreemOSMD installation requires root permissions (e.g.

No
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install FUSE module).

Platform openness Android platform is open source, under a freastrictive Yes
license. Software is under the umbrella of Open Han
Alliance but everyone has accesshe source code and mq
modify it. It's not required to be member of OHA

contribute.
Expected future of the| Android platform has been adopted very quickly by Good
platform community and many mobile operators -Nbbile,

Telefbnica, Vodafone, etc.)@apffering Android terminals.

Even it's also possible to install Android, with so
limitations, on FreeRunner terminfl9], on Nokia Maemd
deviceq20] and also on BeagleBoafal].

Development tools Android SDK providesa variety of tools to build applicatior] Excellent
in this platform Android development tools (ADT22], is an
Eclipse pluginwhich allows a quick creaton and debuging
of applications for Android Also Android offers abased
QEMU emulator in order to help developers to test and d¢
applicationsThe Android toolsef23] is completed witlother
tools for debugging, packaging, and installing.: Hierarchy
Viewer (debug and optimize the user interface), sql
(access to SQLite data), Traceview (traces and logs anal
Ul/Application Exerciser Monkey sfresstest applications)
etc. On the other hand, Android offers a large develof
commurity and a extend websitasith guidelines, tutorials
source code, samples code, best practices gui&tesAn
additional consideration, to take into account for

applications final tests, is that Android supports differ
phonesFinally it is necesary to remarkhatif it is necessary
a concreteLinux library for an applicationit should be built
using a cross compilewhatmay be anon trivial procedure in
Android.

2.3.2.3 Nokia Maemo 5

Nokia Maemo 5

Criterion Discussion Score

Terminal awailability Current Maemo terminals support Maemo4; Maemd Fair
terminal with 3Gis expected tde available before the end
this year, although there is not official commitment frg
Nokia at this moment.nl the meanwhilea Maemo5SDK is
alreadyavailable tatest the platform (also it is possible to |
as hardware the Beagle Bod@#]). PreviousNokia Maemo
terminals are unlocked and available in online shops
Amazon.

Native applications One of the Maemo strengths etpossibility of running Yes
Linux desktop native applications, optionally adapted to th
mobile device.

Security model Maemo platform does not implement sandboxing and itall  Yes
compability the installation and execution of applications under the g
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conditions than a classic PDA or a Linux desktop version.

Integration risk Nokia implementations of Maemo are stable and very Low
documentedln fact, Maemo 5 API is already publesth even
before the availability of Maemo5 compatible terminals.

Users may install XOS Maemo devices allow users to install any program wit  Yes
single click. Applications installers run with root privilege
Users also may gain root account if they want, althatigh
not necessary.

Platform openness Strictly speaking, Maemo is a Nokia platform, not an of Partial
platform. But Nokia has contributed under open sol
licenses most parts of Nokia platform (for example, Hildo
part of Intel Molkin). In practice, XtreemO®D may be
fully implemented just using open seer parts of Maem(

platform.
Expected future of the| The nav Nokia devicebased on Maemol the Nokia N90J Good
platform smart phone which, according to Nokia, will temmercially
availableOctober 2009 in selected markets.
Development tools Maemo Conmunity [25] offersa dev el o p me n { Excellent

an IRC channel, forums and code samples. A developer

is available in its web as well as other reference to com
the information for Maemo platform. Also th&aeno

training courses[26] provide an overview of the tools fo
developing applications and platform serviceShere is 4
specific IDE for Maemo: VistaMax IDE27] and an Eclipse
plugin (Laika) [28] for scratchbox.The list of tools for
Maemo developef29] is extensiveincluding tools for Code
Analysis, Debugging, Networking, Performance, Reso
Usage, Test Automation, Wireless Teolbased onC

programming in Linuxenvironment, Debian developme
tools and Debian utilities used in software packagiigemo
provides tools in order to debug applications or services U
the real deviceaot an emulation devic®n the other hand, th
developmert will be tested easily in a unique termifidbkia

N900). The most of Linux libraries are ported to Mael
platform and they are available in the official repositorias
addition, the platform allows us to build easily other nativ
code with a cross coriier

2.3.2.4 LiMo evaluation

Other important platform that it idlaimed to besupported by severahobile manufactures is iMo.

It's an interesting platform, because it allows Linux native applications and there are several terminals
available inthe market[30]. However, LiMo is not an open platform. Source code is under FPL
(Foundation Public Licengdehat is not an Open Source Licen8mly LiMo core members have the
rights to commercially distribute under this lisenand nomimembers have no access to the source
code[31][32][33][34]. Therefore, in this Work Package only Teleforicalld access the soce code,

but the modified codenay notbe eitherpublishedor shared with other XtreemQ#ojectmemberor

with XtreemOSMD devel oper.sThis mesrictioru doest not necessariipply that
XtreemOSMD advanced version will be useless for LiMo temals. On the contrary, as LiMo is a
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native Linux platform, potentially, the Xtreem@#D software may be adapted and ported to LiMo
based devices by LiMo device manufactures.

2.3.3 Conclusion

Once we have provided detailadalysisof several outstanding gforms, and in order to maximize
the success rate of Xtreem®P advanced versionye conclude:

e From a technical point of view the platform best situated is OpenMdikemo5followed by
LiMo and Android. Maemo5 main risk comes from the fact that terngraie not available
yet, althoughthe Nokia N900 terminal is announced by Nokia to be commercially available
this year.

e From a norechnical point of viewit is extremely difficult to anticipate the future of each
platform and howthey will evolve in thenear future,especiallywithin the timeframe of
XtreemOS project. Hence, from a ntathnical point of viewwe cannot actually provide a
clear picture.

Thus, as a summary, our best conclusiomisrder XtreemOS-MD to be compatible withas many
platforms as possible, the design of XtreemQBID advanced version components will be
standard and as generals possible, always keeping in mind that native support is a must in
XtreemOS and thatthe porting effort of the software to more platforms should be miimized.
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3 General Architecture

The architecture for the advanced version of XtreeAaMI5Foundation Layers based on thene
designed for the basic version, describedDia3.3 [2], and it adds the necessary elements and
modifications to support the advanced features covered in this deliverable.

The full XtreemOSMD architecture includes the following set of components (Biggire 3-1.
XtreemOSMD architecture foOpenMokoandfor the integration of these componentsinartphone
platforms:

e Base Linux componentsare the components that come with the original Linux distribution
for mobile devices, covering from a standard kernel, libraries, graptimament to personal
information management (PIM) applications (shown in purple in the figures)

o XtreemOS-specific componentsare additional components that will be included in the
XtreemOSMD distribution. In the diagras) the modules covered by WP2.3:dabeled as

AiXtre€mO® mponent so, and provide the basic ir
resource sharingnd grid services. The rest of the XtreeraAdB components (covering the
grid functionality itself) are being developed in WP3.61 Xt rSFe @ mponent sd i n

orange andGiAXdmeemOBt so0 in dark orange in the
e Applications. These components will not be included general,in the XtreemOSVID
distribution manufactures, application developers or end users will hayardvide them.
Thatincludes both grichwareapplications (represented as dark grey colour in the figaras)
traditional or grid-unaware applicationglight grey). Nevertheless, sa a demonstrator,
XtreemOSMD will include in the final package:
0 An appliation for Instant Messaging in mobitkevices (a traditional gridnaware
application modified to benefit from Grid features like access to XtreemFS)
o0 An specific application for job management that will offer a graphical interface
designed for mobile deses
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Figure 3-3. XtreemOS-MD architecture for Maemo

3.1 Base Linuxcomponents

Linux 2.6 Kernel + Kernel Mobility Modules: XtreemOSMD advanced version will
supportdifferent base distributionseing thecommon base of all themLinux kernel 2.6 but
with different minor version number, each one including a different set of motidédity
modules at kernel level are also included in order to support mobile IPv6 at least at kernel
level.
libC is the standard POSIX library for input/output, memory managemsining
manipulation, and the like. Most C programs in Linux are compiled and linked with them
being glibc the most widely usedlhe only analyzed platform that does not inclggiec is
Android, that it is based in a lighter, featureless, implementafibho
D-Bus: D-Bus is a message bus system, used for applications to talk tanotiger.In
addition to intefprocess comnmication, DBus helps coordinatingrocess lifeycle and
easi es t he coding of Ansingl e ihe launciing coé 0 appl
applications and daemons on demandmiheir services are needednux platform also uses
D-Bus to notify events to applications about hardware, network avatigbietc. In
XtreemOSMD advanced versionsf D-Bus will be used, wheravailable, to getcontext
information usefuland alsoto offer libxos_getcredAPI andto allow the implementation of
creduiagenmodules.

¢ PAM (libpam): The Pluggable Authentication Modules (PAM) is a suite of shared libraries
that enable the local system admirdgtr to choose how applications authenticate usérss It
used by XtreemOS to support virtual organizations natively in Linux.
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